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Abstract

The sophistication of cyber attacks and privacy issues related to data sharing is improving
and requires a decentralized approach. Conventional centralized approaches to IDS pose
a threat to the privacy of data and data sovereignty. Contrarily, federated learning enables
several clients to learn simultaneously without sharing their sensitive information, which is
one of the most promising solutions to studying cyber threats in real time. This framework
also adds value to IDS by using CTI, which is incorporated into the training process
to make it more accurate in its detection while still maintaining privacy. Each client
uses the local model, which is a random forest model that is trained on local datasets
without sharing the raw data. Multiple aggregation methods, such as FedAvg, FedOPT,
FedProx, and FedXGBoost, are then used to combine the local models into a global
model. These techniques are judged with regard to accuracy and Cohen’s Kappa Score.
The performance of various models in the NF-UNSW-NB15-v2 dataset experiments was
tested. The local model took a value of 0.9941-0.9934 with Kappa scores of 0.8336-0.8088,
showing strong performance in different configurations. The FedXGBoost aggregated
global model was best in terms of its highest accuracy of 99.22 (Kappa score of 0.8417).
More experiments were done on the DFedForest and DFedForest++ models. DFedForest++,
incorporating diversity in local models alongside validation accuracy, achieved 99.76%
accuracy, surpassing DFedForest (with 71% accuracy in local models). This framework
operationalizes CTI through feature augmentation—appending three CTI-derived features
(is_known_malicious_ip, is_suspicious_port, and ttp_match_score from MITRE ATT&CK
v14 and AlienVault OTX) to each NetFlow record locally at each client before federated
training begins. These results highlight the advantages of federated learning in providing
collaborative, privacy-preserving solutions for cyber threat detection and emphasize the
potential of CTI integration for improving the accuracy and robustness of IDS models
across decentralized environments.

Keywords: cyber threat intelligence; federated learning; machine learning; random forest;
Federated Forest; intrusion detection system

1. Introduction

The rapid and continuous development of interconnected digital environments has
significantly transformed many facets of modern life, including the way we communi-
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cate, work, and conduct business. However, this evolution has also greatly expanded
the attack surface for malicious actors who are continually looking for opportunities to
exploit weaknesses and vulnerabilities present in both hardware and software systems.
Complementing these developments, there has been a concerning growth in frequency,
complexity, and seriousness of cyber attacks on organizations in the global community due
to the reduction in the number of connected devices. Following this unfortunate reality,
as a direct outcome, companies are currently spending huge sums of money on different
types of cybersecurity defense mechanisms. The complexity of the critical infrastructure
systems and their interconnection raises the possible consequences of successful cyber
attacks, which may cause disastrous outcomes in different sectors. Storing and effectively
sharing information on new threats that are detected is completely necessary for the pre-
vention of spreading attacks and ensuring that such incidents are not experienced in the
future. We can strengthen our collective defense mechanisms and improve our defenses
against these constantly changing threats by instilling a culture of information sharing and
collaboration among cybersecurity professionals, further fortifying our collective defensive
mechanisms [1].

In an attempt to extend their proactive threat-detection features, organizations invest
a lot of resources in the development and maintenance of their own special-purpose threat-
detection systems. It is worth observing that the majority of these systems that are in
place are inclined to provide protection to the investing organization itself. They do not
usually share critical threat information with their fellow colleagues, and this may make
such organizations especially susceptible to any newly found threats that may lead to their
downfall [2]. In order to overcome this urgent problem, there is an increased demand
for collaborative threat-detection systems. These new systems enable organizations to
exchange important data on threats with each other, which results in a more integrated
response to recently discovered threats and, therefore, improves the overall cybersecurity
situation of all participating organizations. Through the inculcation of collaboration and
sharing of information in the cybersecurity arena, organizations are able to enhance their
resiliency to the constantly changing threats that loom in the online environment in a
remarkable manner [3].

Although collaborative solutions have proven to have better performance in detection
capabilities and in lessening the time to neutralize threats, sharing raw data that holds
sensitive information is too risky. The sharing of data would expose an environment’s
properties and make the systems under inquiry more vulnerable and easily exploited.
The ability to share data in such a way that the confidentiality of the shared data is not
violated, and yet allows the collaborative processing of the data, is in serious demand [4].
Federated learning (FL) has become an interesting approach in this respect in order to solve
the problem of collaborative learning without sharing data. In FL, common training of
a shared model is done by interacting peers sharing a model, coordinated on a central
server, without providing local data. Sharing only the model parameters, which do not
reveal information about the data, is a way of protecting the privacy of the training data. In
addition, FL is resource-constrained, and therefore it is especially applicable to collaborative
solutions in network intrusion detection systems (NIDS) [5].

Though FL and Federated Forest have been utilized in cybersecurity and IDS in prior
works, there are various crucial shortfalls that have not been tackled. The current FL-based
IDS approaches (e.g., FedNIDS and FedMADE) mainly consider one strategy of aggregation,
and they are not systematic in comparing different aggregation algorithms (e.g., Fe-dAvg,
FedOPT, FedProx, and FedXGBoost) in a unified framework. Furthermore, prior Federated
Forest implementations rely solely on local validation accuracy for client selection, which
can lead to the aggregation of locally over-fitted models that fail to generalize globally.
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These works also lack integration of cyber threat intelligence (CTI) into the federated
training pipeline, leaving a gap in contextual threat awareness. The present paper addresses
these gaps through three key contributions: (1) a systematic comparison of five federated
aggregation strategies under a unified experimental protocol; (2) the novel DFedForest++
framework, which introduces a model diversity criterion alongside validation accuracy
for client selection, substantially improving global model robustness; and (3) the explicit
integration of CTI-informed feature engineering to enhance the relevance and quality of
intrusion-detection training data within a privacy-preserving FL architecture.

The objectives of the research framework are to improve threat-detection accuracy
within IDSs by leveraging cyber threat intelligence (CTI) and federated learning (FL),
enabling real-time detection and response to cyber threats, and reducing the potential
impact of attacks. In addition, we developed a framework named DFedForest++, which
is an improved decentralized Federated Forest. This work will assess the ability of its
methodologies to conceal shared information derived from using confidential data mod-
els while providing competitive detection results obtained through respectable models
and security surveillance platforms that undergo extensive training practices on user
organizations’ datasets.

The remainder of this paper is structured as follows: Section 2 examines existing
research on IDS using ML, FL applications in cybersecurity, and the use of random forest in
IDS. It identifies gaps in the literature, such as the lack of privacy-preserving approaches in
IDS, and explains how this research addresses these gaps by integrating FL with traditional
ML models. Section 3 details the research process, starting with data acquisition using
the NF-UNSW-NB15-v2 dataset. The local model is developed using random forest with
bootstrap, while the global model is built using a different algorithm in a federated learning
framework. Section 4 describes the experimental setup, including hardware and software
environments. The conclusions of both local and global models are contrasted, and the
merits of the two models are noted. Lastly, Section 5 provides a summary of the main
findings of the study, and it can be stated that the combination of FL and traditional models
of ML, such as the random forest, offers a good opportunity to improve IDS.

2. Background

Governments, organizations, and individuals have come to realize that cybersecurity
has become a critical issue in the digital era. The broad connectivity of the systems to enable
information sharing has exposed the systems to numerous cyber attacks. Such attacks
are very dangerous, as they may lead to the malfunctioning of critical systems, loss of
money, and sensitive information leakage. The constant emergence of new types of cyber
attacks necessitates the timely detection of potential threats. Threat-detection systems,
which analyze system activity to identify abnormal behavior, are vital for ensuring system
security [6].

Machine learning (ML) techniques have recently gained popularity for developing
cyber threat-detection systems due to their ability to learn from historical data and automat-
ically adapt to new types of threats. However, the effectiveness of ML models relies on the
availability of sufficient high-quality training data [7]. Data scarcity, especially concerning
newly discovered threats, can significantly degrade model performance. Moreover, many
organizations are unwilling or unable to share sensitive data due to strict privacy regu-
lations and security policies. The consequence of data privacy concerns is that potential
data-holding parties may prefer inaction over developing suboptimal solutions without
collaboration, resulting in no model being trained.

Prior to the emergence of privacy regulations, collaborative learning approaches that
involved raw data sharing were commonly used to improve model reliability and scalabil-
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ity. The most widely adopted approach was centralized learning, where model training
occurred in a centralized computing infrastructure and all learning parties shared their
local data with a trusted third party [8]. However, this approach has many drawbacks,
including trust issues, data ecosystem incompatibility, high operating costs, and vulnerabil-
ities to single points of failure. In response, the research community has proposed several
collaborative learning (CL) solutions with good reliability and scalability but strict data
protection policies. Among them, federated learning (FL) has recently gained popularity as
a promising tool to address the challenges of information exchange among different parties
and sensitive data exploitation [9]. An intrusion detection system (IDS) can be considered a
special type of threat-detection system that focuses solely on detecting cyber threats [10].

2.1. Cyber Threat Intelligence

Cyber threat intelligence (CTI) refers to a set of data regarding security threats, threat
actors, exploits, malware, vulnerabilities, and indicators of compromise that can help orga-
nizations, governments, and individuals in decision-making for proactive cybersecurity
defense [11]. The growing cyberspace and increasing sophistication of cyber attacks have
forced organizations to adopt a proactive approach to cybersecurity instead of having a
reactive approach. The reactive approach relies on log analysis and post-attack investi-
gations, which lead to time-consuming damage control restoration and financial loss. A
proactive approach focuses on predicting and mitigating attacks before they occur by em-
ploying security mechanisms like intrusion detection systems, firewalls, and vulnerability
assessment [12].

CTI can provide a broad range of additional cybersecurity measures, such as so-
phisticated intrusion detection systems, advanced firewalls, and thorough vulnerability
assessments, all while relying on extensive knowledge concerning both current and future
cyber threats in the ever-evolving digital landscape [13]. As a result, organizations can
make good use of CTI to improve their overall cybersecurity stance to a large extent, which
guarantees improved protection against possible attacks. In addition, the threat intelligence
between different organizations may benefit these organizations significantly as they are
able to collectively address the threats they are prone to in this complex world. It is, how-
ever, worth noting that the dissemination of cyber threat intelligence is a highly sensitive
issue because it has the risk of unwittingly revealing the vulnerabilities and lack of security
of the involved organizations through information sharing [14]. This concern has under-
standably resulted in a reluctance among many organizations to engage in the sharing
of CTI. To effectively address this pressing issue, several innovative privacy-preserving
techniques for cyber threat intelligence sharing have been proposed and discussed in the
literature, aiming to facilitate secure information exchange while protecting sensitive data
in the detection system [15].

In this framework, CTI is operationalized through three specific data elements drawn
from public threat intelligence sources (MITRE ATT&CK v14, AlienVault OTX, and abuse.ch
Feodo Tracker): (1) Indicators of compromise (IoCs)—known malicious IP ad-dresses,
suspicious port numbers, and flagged protocol signatures; (2) tactics, tech-niques, and
procedures (TTPs)—MITRE ATT&CK technique IDs (e.g., T1046: Network Service Discovery,
T1071: Application Layer Protocol) mapped to corresponding NetFlow feature patterns; and
(3) CTI-derived feature augmentation—three binary or scalar features are appended to each
NetFlow flow record: (a) is_known_malicious_ip (1 if source/destination IP matches a CTI
IoC feed, 0 otherwise), (b) is_suspicious_port (1 if destination port appears in CTI-flagged
port lists), and (c) ttp_match_score (a weighted count of matched ATT&CK technique
indicators observed in the flow). These CTI lookups are performed locally at each federated
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client before training, ensuring that no CTI feed data or raw traffic records are shared across
the federation.

2.2. Intrusion Detection System

An intrusion detection system (IDS) is a key component in cyberspace security. An
IDS detects unauthorized activities in the monitored system by inspecting and analyzing
system audit records [16]. The IDS can be categorized by different criteria, such as detection
approach, system location, and data sources. According to the detection approach, the
IDS can be either a misuse detection system or an anomaly detection system. A misuse
detection system inspects the audit records for known intrusive activities by matching
patterns against a set of pre-defined rules. In addition, a misuse detection system can
effectively detect well-known intrusive activities, but it is not capable of detecting new
intrusive activities that have not been seen before. On the other hand, an anomaly detection
system builds a model of normal activities in the inspected system. Any deviation from the
normal model will be flagged as a potential intrusion [17].

Anomaly detection systems have the potential to detect new intrusive activities, but
they may generate a relatively high false-positive rate. Each networked system can deploy
its own local IDS. Anomaly detection-based IDSs are often trained on the local data of the
inspected system. Therefore, the automated design and training of an anomaly detection-
based IDS for a specific system require a lot of time and effort. A possible solution to this
problem is to share the knowledge of the educated models from the IDSs in the inspected
systems. However, information sharing may expose the vulnerabilities and privacy of the
inspected systems [18].

2.3. Federated Learning

Federated learning is a novel machine-learning framework for training and building
data-driven models on distributed datasets. This approach enables the exploitation of the
computational power of each involved participant without taking over the control of data
from local storage. More precisely, the learning model is transferred to and iteratively
updated on all clients, and the updates are further aggregated in a central server responsible
for defining the initial model. Finally, the updated model is passed to each client, which
repeats the operation [19]. This shift in learning paradigms is particularly well studied in
applications involving many companies, using mobile phones and edge devices, but also
for healthcare, IoT, and data science. This paradigm is particularly suitable for cybersecurity,
given the large number of security entities that are interested in learning and using the
models without the ability to share the data with a central entity [20].

Federated learning is based on a client-server architecture where a central server
manages the model parameter synchronization and variable aggregation. Clients are user
devices that locally compute gradient updates on a subset of local data. The local model
update is computed using a stabilizing optimizer. After convergence, the client uploads
its update to the server, which, in turn, updates the federated model using a specific
aggregation function [21].

At present, the open question of applying FL to the cybersecurity field is how to
integrate cyber threat intelligence (CTI) into intrusion detection. The lack of CTI that
can be applied to specific industrial environments will lead to poor generalization of the
intrusion detection model [22]. To solve these problems, this paper first establishes a threat
map using public CTI and applies this insight to generate the intrusion-detection training
set corresponding to the industry environment [23]. Furthermore, a binary classification
model is generated for the created intrusion-detection training dataset through incremental
machine learning algorithms [24]. Finally, the created and trained model is embedded
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into the FL framework to achieve the detection of unknown cyber attacks in an encrypted
environment when it is applied in the industry environment.

It is important to acknowledge that parameter-only sharing in FL does not by it-
self constitute a formal privacy guarantee. Modern attacks such as model inversion and
membership inference can recover sensitive information from shared model parameters—
including from serialized decision tree structures (via leaf statistics) and gradient vectors
(via reconstruction attacks). To address this, the present framework applies output perturba-
tion with calibrated Laplace noise to leaf class distributions before transmission, providing
(e = 1.0, 0) differential privacy at the tree level. Specifically, Laplace noise with scale Af/¢ is
added to each leaf vote count, where Af is the global sensitivity of the leaf statistic. This
defense limits the ability of an honest-but-curious aggregation server to infer individual
training samples from the transmitted tree updates. Secure aggregation via Shamir Secret
Sharing and homomorphic encryption over gradient statistics are identified as planned
future enhancements to provide stronger, cryptographic privacy guarantees.

The FL landscape has been greatly broadened in recent developments. Moshawrab
et al. [25] introduced inference attack-resistant practical private aggregation protocols of
FL, which show that it is possible to guarantee secure aggregation without significant
loss of accuracy. FedSSuper proposed a semi-supervised federated model, which utilizes
unlabeled data through multiple clients, eliminating the need to use fully labeled datasets in
distributed IDS applications [26]. Liu et al. came up with privacy-saving, vertical federated
learning models, in which various feature areas exist among clients, and yet, prominent
privacy is guaranteed by homomorphic encryption [27]. Also, there is now Flower (FLWR),
an open-source platform that supports heterogeneous FL experiments, which can fairly
benchmark aggregation algorithms, including Fed Avg, FedOPT, and FedProx, over non-IID
data distributions [28]. The overall effect of these recent works is the increased maturity of
FL to security-sensitive distributed environments, and is directly applicable to the design
decisions of the current research.

2.4. Federated Forest

In this regard, a Federated Forest uses distributed learning models in multiple network
settings, whereby various organizations or security infrastructures can identify cyber threats
in real-time without necessarily exposing their raw data. The individual participating nodes
train a local model using their own security logs, attack patterns, or user behavior data,
and only send encrypted model updates to a central aggregator. This method allows a
crowd intelligence system, which increases the ability to detect threats without endangering
data [29].

In order to add additional security and trust to a Federated Forest model, one can use
blockchain technology as a decentralized registry of model updates, trust management,
and secure exchange of data. The blockchain guarantees the integrity of updates to the
model, which prevents adversaries from introducing malicious data or manipulating model
parameters in the course of federated learning. Through smart contracts, security policies
can be applied to organizations, and verification of contribution integrity and incentive
mechanisms can be used to award participation [30]. This decentralized validation process
eliminates adversarial attack risks in federated learning, including model poisoning attacks
and data inference attacks.

Sharing of threat intelligence between various security infrastructures is another
important use of a Federated Forest in cybersecurity. Conventional threat intelligence-
sharing systems tend to demand centralized data repositories, and this poses threats in the
areas of data privacy, compliance, and latency. Nonetheless, federated learning solutions
can allow collaboration between security organizations in real-time without exposing
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raw data, which will enable quicker recognition of malware, phishing campaigns, and
sophisticated persistent threats (APTs) [31]. A Federated Forest, by providing real-time
anomaly detection algorithms, provides an organization with an opportunity to respond to
cyber threats proactively and maintain the confidentiality and sovereignty of its security
data. This model may be especially helpful in high-stakes infrastructures, like finance,
healthcare, and government sectors, where cyber attacks are highly targeted and data
privacy is the main priority.

The framework presented in this paper has some significant advantages over the
current Federated Forest strategies. Our DFedForest++ solves this by introducing a dual-
criterion selection mechanism that is also conscious of diversity in models and makes
sure that the combined world of forests represents a wider and more reflective decision
space. Moreover, unlike the previous work on Federated Forests, which views all the
involved clients as a homogenous contributor to the training, this framework incorporates
CTI-informed feature engineering to enhance local training data with information about
the threat context, which enhances the semantic relevance of learned features. In contrast
to single-aggregator FL-IDS experiments, a proper comparative analysis of five different
aggregation algorithms (Fed Avg, Weighted Fed Avg, FedOPT, FedProx, and FedXGBoost)
with the same experimental conditions is also presented in this paper, which allows one
to select the most efficient aggregation strategy to apply to tree-based federated intrusion
detection in a principled way.

3. Literature Study

An intrusion detection system (IDS) is an essential part of cybersecurity and is respon-
sible for tracking and detecting network or system traffic to identify malicious intended
actions or policy breaches. The effectiveness of IDS has been improved over the years with
an extensive amount of research being carried out. Another study by Ahmed et al. [32]
investigated signature-based intrusion detection with the help of ML and DL models. The
experiment was carried out on a dataset that held known attack signatures and trained the
models based on algorithms such as random forests and deep neural networks. The find-
ings showed that by combining ML and DL with signature-based algorithms, the detection
of known threats and the minimization of false positives were improved. Nevertheless, the
research recognized the fact that zero-day attacks are difficult to detect and stated that it is
necessary to constantly update the signature database.

With the constantly growing popularity of cloud computing and the Internet of Things
(IoT), scholars have paid more attention to the issue of applying IDS to these areas. Luo
et al. [33] analyzed the issue of the implementation of IDS in cloud-based computing
resources, which is distributed and dynamic. In their research, they have highlighted the
importance of lightweight IDS that may be scaled with the scalability of clouds. They
also talked about federated learning integration to mitigate privacy issues in multi-tenant
settings. Walsman et al. [34] investigated distributed IDS architectures in the context of
IoT settings by emphasizing energy saving and better detection precision in resource-
constrained devices. In these studies, it was found that even though cloud and IoT IDS
are essential to ensure the security of modern infrastructures, challenges like high latency,
resource limitation, and the security of distributed data are major concerns.

A study by Kaushik et al. [35] also described a powerful machine learning-based IDS
that utilizes the technique of feature selection to improve the detection performance. The
researchers followed a complex system of feature selection methods and machine learning
algorithms with the aim of determining the most useful features in intrusion detection.
They used the approach of experimenting with other techniques of feature selection to
identify their influence on the accuracy and efficiency of the IDS. A hybrid feature selection
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approach was the most effective and yielded the best results in terms of detection rates and
false positives. The research emphasized the role of feature selection in the creation of an
effective IDS and also mentioned that additional studies were required to make feature
selection techniques more effective in various kinds of network setups.

Numerous IDS models, especially the models founded on DL, have problems in
their scaling to address large-scale network data, in addition to those that need real-time
performance. Quality and diversity of training datasets are vital to the effectiveness of the
IDS models [36]. Adversarial attacks pose a threat to the currently used IDS models, as bad
actors can adjust the input data to avoid detection. It is important to come up with strong
models that are resistant to these attacks. Although XAl increases model interpretability,
XAl and performance frequently trade off with one another. More research is required to
come up with the means that will maintain the high rate of detection while providing a
clear explanation.

The classic machine learning models of cybersecurity are based on centralized data,
which is highly privacy-threatening, maintains data sovereignty, and poses security threats.
FL resolves such issues by enabling every member of the system, e.g., organizations, cloud
providers, or IoT networks, to train models on their local machines and transmit only
encrypted model updates instead of exposing sensitive data.

The main benefit of FL in cybersecurity is that it offers to enhance threat-detection
accuracy and maintain the privacy of data. FL may be used in intrusion detection systems
(IDSs) to provide distributed environments, including an enterprise network and IoT
ecosystem, with real-time detection of cyber threats. Rather than consolidating network
logs in a central repository, every participant learns an IDS model on the local traffic
characteristics and only exchanges encrypted model parameters, minimizing the risk of
data leakage and compliance issues [37]. Also, FL improves malware detection by enabling
different organizations to share information on new threats without disclosing proprietary
or sensitive information [38].

The other important use of FL in cybersecurity is cyber threat intelligence (CTI)
sharing. Historically, sharing in CTI is hindered by barriers in the form of distrust, data
confidentiality, and interoperability. FL can defeat these challenges by facilitating secure
cooperation amongst organizations to identify and react to cyber threats more efficiently.
FL is becoming more and more integrated with blockchain technology, providing it with
the ability to guarantee tamper-proof model updates, verifiable trust mechanisms, and
decentralized access control, contributing to its increased security [31].

In spite of the benefits, FL with regard to cybersecurity poses a number of challenges.
Federated models may be compromised by adversarial attacks, including model poisoning
and inference attacks. The attackers are able to manipulate local training or inject poisonous
updates in order to mislead the global learning process [39]. In order to overcome such
threats, more sophisticated techniques to provide security are being incorporated into
FL-based systems, including differential privacy, homomorphic encryption, and secure
multi-party computation (SMPC). Moreover, it is also necessary to make sure that the
communication among distributed nodes is efficient, which involves adaptive aggregation
policies and model updating using resource-efficient methods.

A systematic literature review by Saeed et al. [40] investigated the ways in which
companies can use CTI to improve cybersecurity resilience. Their study highlighted the
significance of acquiring, processing, assessing, and sharing information regarding the
risks that are possible in the cyber domain. The paper provides an understanding of the
practices that can be adapted by organizations to enhance their proactive effort against
security infiltrations.
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Chatziformanetoglou et al. [41] carried out a study on the intersection of CTI and
blockchain technology. The study also emphasized the capability of the blockchain to
overcome the issue of controlling, retaining, evaluating, and distributing voluminous and
sensitive threat intelligence data because of its high strength and resistance to tampering.
The paper found trust to be a principle that guides teamwork and pointed out the necessity
of considering privacy issues during the introduction of CTI and blockchain.

Rahman et al. [42] conducted a survey of methods that were used to automate the
extraction of CTI in the text (threat reports and online articles). They identified the studies
pertaining to systematic CTI extraction out of text and divided the extraction purposes.
The study suggested a CTI mining pipeline, where the data sources, methods, and formats
of sharing were found during data mining. The authors identified ten forms of extraction
purposes and emphasized the difficulties of achieving clean and labeled data to be used for
replication and validation.

Mavroeidis and Bromander [43] compared the coverage and conceptual expressivity
of CTI-relevant ontologies, sharing standards, and taxonomies. Their study has verified
that the available efforts were poorly designed, non-interoperable, ambiguous, and had
no appropriate semantics and axioms to reason. Arazzi et al. [44] have made a thorough
description of the Natural Language Processing (NLP)-based methods used in the CTI
environment. The survey explored the NLP-based methods to crawl CTI data over
the web, analyze and extract relations, and share and collaborate. The paper has also
addressed the difficulties and limitations of NLP in threat intelligence, such as data
quality and ethical issues.

Even with these developments, there are still a number of gaps in research on the area
of CTI. No standardized, interoperable models of CTI sharing exist, and thus, the issue
of successful cooperation between organizations becomes challenging. Having clean and
labeled data to train and evaluate CTI models is also a major bottleneck to the development
of effective automated CTI extraction methods. This will use the advantage of federated
learning to enable decentralized model training and the high classification accuracy of
the random forest to identify cyber threats. Conventional IDS is based on the aggregation
of centralized data, which is dangerous to privacy and creates computation bottlenecks.
Federated Forest can overcome such challenges through facilitating distributed and privacy-
preserving intrusion detection and maintaining decision-making strength through ensemble
techniques [45]. Table 1 demonstrates the recent literature on federated learning-based
intrusion detection systems.

Recently, publications have also developed network security using supplementary
learning paradigms. Dong et al. [46] introduced DMRMTT, a machine-learning-based
IoT device detection algorithm that uses a deep convolutional maxout network with a
Multiple Time-series Transformer (MTT) network to learn spatial and temporal information
of network traffic at the same time. This work underscores the importance of multi-modal,
spatiotemporal feature characterization for network security—a principle directly aligned
with our CTI-augmented feature engineering strategy, which enriches Net-Flow features
with contextual threat signals derived from CTI feeds. Separately, Dong et al. [47] pro-
posed a deep reinforcement learning (DRL) framework for abnormal traffic detection in
wireless communication networks, structured around four stages: data collection, prepro-
cessing, feature selection, and model detection. While the DRL paradigm offers strong
adaptivity to evolving attack patterns, it operates in a centralized setting, making it unsuit-
able for privacy-sensitive multi-organizational deployments. Our federated framework
directly addresses this limitation by enabling distributed, privacy-preserving intrusion
detection across heterogeneous network environments without centralizing sensitive traf-
fic data. Together, refs. [46,47] highlight the convergence of advanced feature learning
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and reinforcement-based detection—directions that complement the federated ensemble
approach pursued in this work.

Table 1. Summary of prior studies on federated learning for IoT intrusion detection: datasets,

methods used, reported performance, and stated limitations.

Ref. Year Dataset Methods Used Outcome Limitations
Comparative simulations Not encompass all
WUSTL-EHMS- of IDS using both possible attack scenarios
[48] 2024 2020 FLOWER centralized data and or variations in IoMT
Non-IID data. environments.
Does not extensively
[49] 2024 Collected from Federated Averaging Achieves over 90% ﬁ;srfglsessfzioavtvathe model
IoT devices (FedAvg) accuracy. h .
eterogeneity across
different IoT devices.
Consistently
outperforming them in Local data is noisy or
[50] 2024  Local datasets CRNN and RF with FL.  terms of accuracy, unrepresentative of the
precision, recall, F1 score, actual attack patterns.
and AUC.
Flfed;lilalg(;)lfﬁzs Still requires multiple
CIC-IDS2017 and  combines federated Average.Fl seore of 0.97 rounds O.f .
[51] 2023 CIC-IDS2018 learnine with dee across distributed communication between
neural Ee tworks P networks. distributed nodes to
(DNN) update the global model
Detection accuracy, parameters are not set
SAE-CEN hybrid increasing from correctly, and current
[52] 2024  N-BaloT dataset model, FedMSE 93.98 4+ 2.90 to method may not be
97.30 + 0.49. optimal for all scenarios.
(53] 2024 Internet-of- Homomorphic a minimal gap of Limited computing
Vehicles (IoVs) encryption with FL less than 0.8%. resources.
Adaptively o .
[54] 2024  CICIoT2023 adjusts aggregation Qbserve up to 71.07% Less effective local
weights with FL improvement. model.

Each of these IDS nodes (e.g., cloud servers, IoT devices, or enterprise networks) is
trained to use local random forest models with its own network traffic as the data. Instead
of sending the raw data, every node merely sends model parameters or decision trees to an
aggregator server, which combines the knowledge of various environments. This federated
method not only improves the performance of attack detection in various networks but
also provides data confidentiality as well as regulation standard [55].

Regarding federated random forest model aggregation, every participating node will
train his/her local random forest classifier using its network logs. The updates in the
models (decision trees or the score of feature importance) are transferred to a central
aggregator that combines them into a global random forest model [56]. In the case of
privacy-preserving techniques, the model updates are noised in order to secure sensitive
information and secure computation on encrypted data. This enables multiple parties to
jointly execute a task without disclosing their confidential information [57].

In the case of Blockchain to Model Integrity, we built into it the ability to offer
model updates that are tamper-proof and have decentralized trust. Smart contracts also
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make participation in federated learning verifiable and guard against attacks of model
poisoning [58]. A global Federated Forest model benefits from real-time updates across
distributed networks, improving detection of novel cyber threats [59].

The Federated Forest approach to IDS has potential, but it has a number of research
challenges. Federated learning of ensemble models is costly in terms of computation and
communication. Optimizing model aggregation and updating frequency is necessary [60].
Model poisoning, backdoor attacks, and inference attacks can compromise IDS performance.
More research is needed on robust defense mechanisms against adversarial threats [61].

Regarding our findings, Federated Forest-based IDS outperforms centralized ML
models by achieving higher accuracy and resilience against evolving threats. A study [62]
demonstrated a 92% accuracy rate in detecting DoS and botnet attacks in a federated
IDS framework. FL-based IDS ensures privacy compliance (e.g., GDPR, HIPAA) while
maintaining effective cyber threat detection. Using homomorphic encryption and se-
cure aggregation, organizations can collaborate on IDS training without exposing raw
data [63]. Research by [64] integrated blockchain into federated IDS, reducing model
poisoning risks by ensuring tamper-proof updates. The study showed a 30% reduction in
adversarial impact compared to traditional FL-based IDS. Optimized FL techniques, such
as adaptive aggregation and decentralized updates, significantly reduce communication
overhead, making Federated Forest more scalable for IoT and cloud-based cybersecurity
applications [65].

4. Methodology

Our overall architecture of the innovative framework is carefully outlined in this
section, including a precise description of our enhanced intrusion detection system, our
cyber threat intelligence system, and the advanced federated learning (FL) technology that
we have adopted. The operational flow within our system provides a direct response to the
key question of how the model is shared among the diverse entities, and how individual
roles of each party in the training process are clarified.

The proposed scheme is shown in Figure 1, in which a federated learning model is
integrated into a cyber threat intelligence (CTI) framework, which would be used to im-
prove cybersecurity without violating data privacy. The process commences with planning
and direction, where goals and plans for how to collect and analyze the data are set. It is
then followed by data collection, in which the relevant data is collected via the secondary
source [60]. The data thus collected is subjected to data processing to clean and prepare
it to be analyzed. The feature extraction stage is the phase where key characteristics are
identified and extracted, as is essential in training machine learning models.

The key element of the framework is the machine learning model component, which
trains local models on decentralized data sources and does not share raw data, hence
maintaining privacy. The local models are added to a model aggregation process, in which
updates from several local models are added to enhance the global model. This global
model will have the advantage of all the local models’ learning and thus improve its accu-
racy and robustness. Moreover, the federated learning model supports this collaborative
way of learning, and many entities can provide input to the shared model without any
information about their sensitive data being disclosed.

The entire process is embedded within the cyber threat intelligence (CTI) framework,
which provides a structured approach to collecting, analyzing, and utilizing threat intelligence.

To address CTI integration, a concrete and actionable three-stage CTI pipeline that
operates within the DFedForest++ framework is shown in Figure 2.
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Figure 1. Proposed methodology of the proposed framework.
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Figure 2. CTI-federated learning integration pipeline for privacy-enhanced intrusion detection.

Stage 1—CTI data collection: Three publicly available, versioned CTI feeds are queried
prior to each experimental run: (i) MITRE ATT&CK v14, which provides a structured taxon-
omy of adversary tactics, techniques, and procedures (TTPs) with technique IDs mappable
to NetFlow-observable patterns; (ii) AlienVault OTX, which provides community-curated
malicious IP addresses and domain indicators of compromise (IoCs); and (iii) abuse.ch Feodo
Tracker, which provides a continuously updated blocklist of botnet command-and-control
(C2) infrastructure IP addresses. All three feeds are downloaded locally at each client node
before the federated round begins. No CTI feed data is transmitted across the federation;
each client independently and privately queries the same versioned snapshots, ensuring
reproducibility (seed = 42) while preserving the privacy of local network observations.

https://doi.org/10.3390/£i18030173


https://doi.org/10.3390/fi18030173

Future Internet 2026, 18,173

13 of 37

Stage 2—CTI-informed feature engineering: CTI-derived attributes are mapped
onto the NF-UNSW-NB15-v2 NetFlow records to construct CTI-augmented feature vec-
tors. Specifically, three new binary or scalar features are appended to each flow record:
(i) is_known_malicious_ip [binary]: set to 1 if the source or destination IP address of
the Net-Flow record appears in the AlienVault OTX or Feodo Tracker IoC list, and
0 otherwise; (ii) is_suspicious_port [binary]: set to 1 if the destination port of the flow
appears in a CTI-flagged port list derived from MITRE ATT&CK TTP-to-port map-
pings (e.g., T1046—Network Service Scanning, T1071—Application Layer Protocol), and
0 otherwise; and (iii) ttp_match_score [scalar, 0-5]: a weighted count of MITRE ATT&CK
technique indicators matched in the flow, computed as the sum of technique-specific
indicator hits normalized to the range [0, 5]. These three features are appended to the
original 42 selected NetFlow features to produce 45-dimensional CTI-augmented feature
vectors. The augmentation is performed locally at each client using its private CTI
snapshot—no feature values, IP addresses, or port lists are shared across the federation.

Stage 3—CTI-guided training set enrichment: The CTI-augmented 45-dimensional
feature vectors are used directly as the training input for each local random forest client
model. This enrichment phase is implemented prior to every federated communication
round and does not permit any raw traffic payload, raw IP addresses, or CTI feed content
to be sent to the aggregation server to train the local model on threat-contextualized
data. This three-step pipeline is presented, which now indicates CTI flow of data as a
separate two-stage preprocessing branch (Stages 1-2) that drives into the federated local
training stage (Stage 3) that explicitly connects external threat intelligence sources with
local model adjustments.

4.1. Data Description

In this paper, a feature set is extracted using three popular datasets, NF-UNSW-
NB15-v2 [66], which are publicly accessible pcap files, and ground truth events have been
applied in the process of feature extraction and labeling, respectively. The data extracted
is written in the form of text flows, and each feature is separated by a comma (,) so that
it is compatible with the format of CSV files. The five flow identifiers, including source
and destination IP addresses, ports, and protocol, are compared to the ground truth attack
events of the original data to be labeled. When a flow is associated with an attack event, it
is marked as an attack (class 1) in the binary classification, and the type of attack is stored
under a different attack label. Otherwise, this flow is benign (class 0).

In this research, NetFlow v9 functionality was used to build the feature set proposed
in this study, as shown in Table 2. The set consists of 43 attributes, some of which deliver
the general flow statistics, and the others are specific to the protocol applications like DNS
and FTP. All the features are flow-based, i.e., extracted out of packet headers, instead of
payload data, which is often encrypted in secure communications to ensure privacy. The
variables selected are numerical, and this enables the machine learning experiment to be
run efficiently. These attributes contain critical security-related insights that enhance the
models’ ability to detect intrusions effectively.

Table 2. Network traffic features and their descriptions used for intrusion detection analysis.

Feature

Description

Server Duration

Duration of the server-to-client communication (ms).

Client TCP Flags Cumulative TCP flags set by the client.
Retransmitted Packets Out Retransmitted TCP packets (destination to source).
TCP Window Max Out Maximum TCP window size observed from destination to source.
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Table 2. Cont.

Feature Description
ICMP IPv4 Type IPv4-specific ICMP type value.
Bytes In Number of bytes received in the flow.

Packets 256-512 Bytes

Number of packets sized between 256 and 512 bytes.

Src-to-Dst Throughput

Average bytes per second from source to destination.

L4 Destination Port

Transport layer destination port number.

Client Duration

Duration of the client-to-server communication (ms).

Packets 512-1024 Bytes

Number of packets sized between 512 and 1024 bytes.

Server TCP Flags Cumulative TCP flags set by the server.
Longest Packet The size of the largest packet in the flow.
TCP Flags Sum of all TCP flag values observed.
DNS Query Type Type of DNS query (e.g., A =1, NS =2).

Average Throughput (Src—Dst)

Average throughput (bps) from source to destination.

Retransmitted Bytes In

Retransmitted TCP flow bytes from source to destination.

DNS TTL Answer

Time-to-live value of the first DNS answer record.

Packets 128-256 Bytes

Number of packets sized between 128 and 256 bytes.

Packets 1024-1514 Bytes

Number of packets sized between 1024 and 1514 bytes.

Max TTL

Maximum observed TTL value.

ICMP Type ICMP type field combined with code.
Min TTL Minimum observed time-to-live value.
Protocol Identifier for the IP protocol type.

Flow Duration

Total duration of the flow in milliseconds.

Average Throughput (Dst—5Src)

Average throughput (bps) from destination to source.

Min IP Packet Length Smallest observed IP packet size in the flow.
Packets Out Total count of packets transmitted.
TCP Window Max In Maximum TCP window size observed from source to destination.

Retransmitted Bytes Out

Retransmitted TCP flow bytes from destination to source.

Packets < 128 Bytes

Total packets in the flow where size < 128 bytes.

IPv4 Destination Address

The IPv4 address where the packet is sent.

Dst-to-Src Throughput

Average bytes per second from destination to source.

L4 Source Port Transport layer source port number.

DNS Query ID Identifier field for DNS query transaction.

Max IP Packet Length Largest observed IP packet size in the flow.
Shortest Packet The size of the smallest packet in the flow.

FTP Command Return Code FTP client return code received from the server.
Bytes Out Number of bytes sent in the flow.

Layer 7 Protocol Numeric value of the application layer protocol.

Retransmitted Packets In

Retransmitted TCP packets (source to destination).

IPv4 Source Address

The originating IPv4 address of the packet.

Packets In

Total count of packets received.
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NF-UNSW-NB15-v2: The UNSW-NB15 dataset has been transformed into a NetFlow-
based format, known as NF-UNSW-NB15, incorporating additional NetFlow features and
attack category labels. This dataset consists of 2,390,275 data flows, of which 95,053 (3.98%)
are classified as attack instances, while 2,295,222 (96.02%) are labeled as benign.

The attack samples are further categorized into nine distinct subgroups. A comprehensive
breakdown of all flows in the NF-UNSW-NB15-v2 dataset is presented in Table 3, where
the attacks are ‘Benign’, “Exploits’, ‘Generic’, ‘Fuzzers’, ‘Backdoor’, ‘DoS’, ‘Reconnaissance’,
‘Shellcode’, “‘Worms’, and ‘Analysis’.

Table 3. Network traffic labels with their corresponding interpretations and attack descriptions.

Label with Count Interpretation
Benign (2,295,222) Regular, non-malicious network traffic.
Fuzzers (22,310) A type of attack where large volumes of random data are sent to a system, attempting to
cause crashes and uncover vulnerabilities.
Analysis (2299) A category of threats that exploit web applications using ports, emails, and scripts.
Backdoor (2169) A technique used to evade security measures by replaying specially crafted client

application responses.

Denial of Service (5794)

An attack aimed at overwhelming system resources to disrupt access or data availability.

Exploits (31,551)

A set of commands that manipulate a host’s behavior by leveraging known vulnerabilities.

Generic (16,560)

A cryptographic attack method designed to create collisions in block cipher encryption.

Reconnaissance (12,779)

A method used to gather intelligence about a network or host, often referred to as probing.

Shellcode (1427)

A form of malware designed to inject and execute harmful code on a compromised system.

Worms (164)

Self-replicating attacks that propagate across multiple computers.

4.2. Data Preprocessing

Preprocessing the dataset for fitting a random forest model involves several steps to
ensure the data is clean, normalized, and suitable for training:

1. Handling missing and duplicate values: The dataset is verified to contain no miss-
ing values or duplicate flow records. Regarding column removal: the NF-UNSW-
NB15-v2 dataset contains two label-related columns—Label” (binary: 0 = benign,
1 = attack) and “Attack’ (categorical multi-class attack type). The multi-class ‘Attack’
column is used as the classification target variable (y). The binary ‘Label” column is
removed from the feature set (X) to prevent target leakage, as it is redundant given
the “Attack’ target. Additionally, seven low-information NetFlow features are removed
from X: DNS_TTL_ANSWER, DNS_QUERY_TYPE, FTP_COMMAND_RET_CODE,
MIN_TTL, MAX_TTL, TCP_FLAGS, and CLIENT_TCP_FLAGS.

2. Feature selection and reduction: The dataset contains 43 NetFlow features, but not
all are equally important for intrusion detection. After preprocessing, we retained
35 features from the original 43 NetFlow v9 features by removing: DNS_TTL_ANSWER,
DNS_QUERY_TYPE, FTP_COMMAND_RET_CODE, MIN_TTL, MAX_TTL, TCP_
FLAGS, and CLIENT_TCP_FLAGS. Reducing the number of features helps in improving
computational efficiency and reducing model overfitting.

3. Encoding categorical features: Some features in the dataset may be categorical (e.g.,
protocol type). Encoding methods like one-hot encoding or label encoding are used to
convert categorical variables into numerical form, making them suitable for the local
model, such as random forest.

4. Data normalization and scaling: While random forest is not sensitive to feature
scaling, it is beneficial to normalize or standardize numerical features, especially
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when dealing with datasets containing varying ranges of values. Min-max scaling or
standard scaling is applied to features like flow duration, byte counts, and packet sizes,
ensuring uniform value distribution. MinMaxScaler() is a feature scaling technique
provided by scikit-learn in Python, which is used to scale features to a specific range,
usually between 0 and 1. It is commonly used in machine learning to normalize data,
ensuring that all features are on a similar scale, which helps improve the performance
of the model.

5. Splitting the dataset into training and testing sets: The dataset is randomly split into
training and testing sets, typically in an 80:20 ratio. Stratified sampling ensures that
both attack and benign classes are proportionally represented in both sets.

6.  Feature transformation for random forest: PCA dimensionality reduction is not applied
in this framework. Random forest is inherently robust to high-dimensional feature
spaces through its internal random feature subsampling mechanism (max_features=sqrt),
which evaluates only a random subset of features at each split. Furthermore, PCA would
destroy the interpretability of CTI-augmented features that are named and semantically
mapped to threat intelligence indicators (Section 2.1). Feature dimensionality is instead
managed through principled Chi-square feature selection (Section 4.4), reducing the
active feature space from 42 to 28 features while preserving full feature interpretability.

7.  Preparing labels for classification: The dataset has multi-class classification (different
attack categories) of labels. The appropriate label format is selected based on whether
the random forest model is being trained for binary or multi-class classification.

8.  Converting preprocessed data to a suitable format: The final preprocessed dataset is
stored in CSV or a NumPy array, making it ready for random forest training. Feature-
target separation (X for features, y for labels) ensures compatibility with scikit-learn’s
RandomForestClassifier.

4.3. Feature Engineering

Feature engineering is the process of creating new features from the existing ones that
may provide better insights into the problem being solved. The packet ratio used in this
instance may provide an idea of the balance between inbound and outbound data in terms
of traffic, which may help identify any network anomaly or attack signature.

To start with, the script introduces a new feature, packet ratio, which is defined by do-
main knowledge. It is computed as the number of incoming packets (IN_PKTS)/(outgoing
packets (OUT_PKTS) + 1) to prevent division by 0. The packet_ratio potentially provides
interesting information on the ratio between inbound and outbound traffic, which may
be valuable for identifying certain network anomalies or attacks, such as DDoS attacks, in
which an abnormally high ratio may be indicative of malicious actions.

Then, the script deals with the problem of the redundancy of the dataset by targeting
the correlation of the numeric features. The data is narrowed down to numeric columns
that are further employed to compute the correlation table. This matrix is a measure of
the linear relationship between any two features. The code is able to capture both positive
and negative correlation because using the absolute value of the correlation coefficients
enables it to capture both the negative and positive correlation, since both may indicate
redundancy in the data.

To reduce the size of the correlation matrix, the upper triangle of the correlation matrix
is isolated, and this removes redundant calculations. We then look at the upper triangle in
order to see which features have a correlation higher than 0.95 with other features, because
this high correlation rate is an indicator that the features are nearly similar in terms of the
information that they carry. These features are highly correlated, and then these features
are removed from the dataset to eliminate redundancy as well as prevent overfitting when
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training the model. At last, the cleaned dataset, which has less feature redundancy, is now
available to be further analyzed or to be built into a model.

4.4. Feature Selection

In this work, the feature selection was done to select the most significant features
of the dataset with the help of the SelectKBest method. First, it eliminates the numeric
entries of the dataset by picking every column with a numeric type of data using the
se-lect-dtypes(include=np.number) feature. This is done to make sure that non-numeric
features, which do not fit in some of the statistical tests, are removed. The SelectKBest
technique is then used to choose the 10 best features. The following score_func=chi2
argument states that the Chi-square test is applied to estimate the significance of every
feature. The Chi-square test is used to determine the relationship between the features and
the target variable, and the higher the scores, the more features are relevant in predicting
the target.

The parameter of k = 10 is used to inform the algorithm to choose the top 10 features
with the highest Chi-square scores. Once the model has been fitted, with fit transform
(X numeric, y), the algorithm then transforms the data, keeps only the most important
variables, and drops the rest. This procedure limits the feature space to the most probable
features that can be used in making accurate predictions. To see what features were chosen,
it is possible to apply se-lector.get_support to get the names of the selected features of
the original dataset and show them. This feature selection is useful for enhancing the
performance of the model through the elimination of irrelevant or redundant features and
by paying attention to those that exert the strongest influence on the result, which results
in a superior generalization and lower overfitting in machine learning models.

4.5. Model Development

In the decentralized Federated Forest (DFF) model, instead of only having one
reference model on the master or server side, each individual tree is provided with
its own dedicated model that is kept on the client side, and thus, this provides a fully
decentralized modeling structure. In particular, in the case of the creation of a target
decision tree model with a new client, the process is to collect auxiliary information of
the current clients. Notably, it is accomplished in such a way as to avoid any leakage
of data and model information, and the confidentiality and privacy of the respective
clients’ contributions. Moreover, to increase the number of uses of the Federated Forest
framework, one can add another tree-based model to the DFF strategy. This alternative
model has the same tree structure as that of the famous random forest model, but
developed with alternative algorithms, which makes it possible to make a variety of
methodologies in the DFF implementation.

A Federated Forest with a decentralized Federated Forest model and decision tree
random forest model is proposed and introduced in a detailed manner, which involves
two phases: model initialization of the model and model training. The decision tree-based
model is carefully created during the critical process of initiation on a chosen client and
then distributed to the other clients by broadcasting the model structure to enable all
clients to access and make use of the model effectively throughout the network. The fact
that the model structure is the only structure shared in the process means that there is no
potential risk of data being in transit, and thus increases security. Once the initialization
phase is complete, every individual client then blindly trains the forest model using the
model forests received, and, therefore, effectively maintains each client’s privacy in the
system. This approach not only protects sensitive data but also provides powerful learning
capacities on a decentralized structure.
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The choice of Chi-square over alternative feature selection methods warrants explicit
justification. Chi-square was selected for three principled reasons: (1) the target variable
is categorical (multi-class attack labels: Normal, DoS, Reconnaissance, Exploits, Backdoor,
Analysis, Fuzzers, Shellcode, Worms, and Generic), making Chi-square statistically ap-
propriate since it directly tests the independence between each feature and the class label;
(2) Chi-square does not assume a linear relationship between features and the target, mak-
ing it more suitable than ANOVA F-test for the non-linear, multi-modal traffic patterns
in the NF-UNSW-NB15-v2 dataset; and (3) in preliminary cross-validation experiments
on this dataset, Chi-square outperformed mutual information (MI) and ANOVA F-test in
terms of cross-validated accuracy (Chi-square: 99.38%, MI: 99.21%, and ANOVA: 99.19%),
while reducing the active feature set from 42 to 28 features. Similarly, for feature engi-
neering, label encoding was preferred over one-hot encoding because tree-based models
(random forest) handle ordinal integer codes natively without the curse of dimensionality
that one-hot expansion introduces for high-cardinality categorical traffic features.

4.5.1. Local Model Development

Table 4 of the random forest model parameters can help present an organized view
of the main hyperparameters affecting the performance and efficiency of a random forest
classifier. All the parameters have an important role in defining the behavior of the model,
which guarantees accuracy, computational efficiency, and generalization. The number of
estimators (nestimators) is the number of decision trees that will be in the model, and
the larger this number, the more likely it is to achieve greater accuracy at the cost of
increased computation. The decision trees use the splitting criteria (criterion), be it gini
(Gini impurity) or entropy (Information Gain), which is how splits are considered and
affects the performance and interpretability of the model. Also, the depth of the trees (max
depth) and the minimum number of samples needed to split (minimally required splits)
are used to control the depth and complexity of each tree, preventing overfitting at the cost
of unnecessary splits.

Table 4. Random forest hyperparameters and their configurations used for model optimization.

SL.  Parameter Name Value Description
. Number of decision trees in the forest. Higher values increase
1.  n_estimators 150 ..
accuracy but slow down training.
L. o ., The function used to measure the quality of a split: “gini” (Gini
2. criterion gini”, “entropy . . " L . ’
impurity) or “entropy” (Information Gain).
3. max_depth None, 10, 20, 30 Maximum depth of each tree. Limits tree growth to
prevent overfitting.
4 min_samples_split 2,4, 6,8 Minimum number Qf §amples required to split a node. Higher
values reduce overfitting.
. Minimum number of samples required in a leaf node. Helps
5. min_samples_leaf 1,2 4,6 smooth the model and avoid small leaves.
Number of features considered for each split. “sqrt” selects
6.  max_features sqrt, log2 . . . :
sqrt(n_features), improving model diversity.
7. bootstrap True Enables random s?mphng with replacement to improve
model generalization.
random_state i*10 Ensures reproducibility by setting a fixed seed for randomness.
n_jobs -1 Uses all available CPU cores for faster training.
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The other important parameter is feature selection (max_features) that regulates the
number of features randomly selected at each split, which ensures model diversity and
helps to avoid bias. The bootstrap (bootstrap = True) method also increases generalization
by training trees with different random selections of the data. Moreover, minimum samples
per leaf (min samples leaf) avoids the production of over-specific leaf nodes by establishing
a minimum on the number of samples, which minimizes the chances of overfitting.

Parallel processing option (n jobs-1) utilizes all the available CPU cores to make the
computational process more efficient, which accelerates the training of the model by a
substantial margin. Also, a random seed (random_state) makes the results of the model
reproducible, as the results are consistent across varying runs. Overall, the parameters
discussed are flexible to enable fine-tuning of a random forest classifier, which can serve as
a high-quality and scalable solution in intrusion detection, classification tasks, and other
machine learning tasks.

4.5.2. Training Multiple Random Forest Models

Cross-validation is crucial because it helps evaluate how the model performs on
unseen data and ensures that the model is not overfitting to the training data. By using
different data subsets in each fold, cross-validation provides a more robust measure of a
model’s generalization ability, which is especially important when fine-tuning a random
forest model. This function is used to perform cross-validation on a machine learning
model. It splits the dataset into k parts (or folds) and trains the model k times, each time
using a different fold as the testing set and the remaining folds as the training set. This
helps to assess the model’s performance across different subsets of the data, providing a
more reliable estimate of its generalization ability. This is the best random forest model that
has been previously trained and tuned. It is passed as the model to be evaluated. This is
the scaled training dataset, which has been normalized or standardized to improve model
performance and ensure that features with different scales do not disproportionately affect
the model. This specifies the number of cross-validation folds. In this case, cv = 5 means
that the dataset will be split into five parts, and each part will serve as the test set once,
while the remaining four parts are used for training.

The random forest model is then trained 100 times, with each iteration using random
combinations of hyperparameters. Specifically, the criterion (which controls the split
criterion, either Gini impurity or entropy) and max_features (which controls the number
of features to consider when looking for the best split, with options like sqrt or log2) are
selected randomly for each model. The random forest model is trained with 100 estimators,
and predictions are made on the test set.

The DFedForest++ client selection mechanism is defined formally as follows. The
diversity of a candidate local model m; with respect to the already-selected set S is:
Diversity(m;, S) = (1/1S1) 3 € S (1 — Agreement(m;, m;)), where Agreement is the
fraction of identical predictions on a shared held-out validation set. A client model is
included in the aggregation set if and only if: Accuracy(m;) > t_acc AND Diversity(m;, S)
> 1_div. In our experiments, T_acc = 0.99 and t_div = 0.05. This dual-criterion selection
ensures that the global forest is composed of both high-accuracy and sufficiently diverse
local trees, preventing aggregation of correlated, locally over-fitted models:

k
Gini=1-Y_P?
i=1

k
Entropy = —) _ Pilog,P;
i=1
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For each model, the performance is evaluated using two metrics: accuracy (the pro-
portion of correct predictions) and Cohen’s Kappa scores (which measure the agreement
between the predicted and actual values, adjusting for chance). The results, including
the trained model, selected hyperparameters, and the computed metrics, are stored for
later analysis.

Once all 100 models are trained and evaluated, the results are converted into a pandas
DataFrame for easier analysis. The models are then sieved down to the models with a
Cohen’s Kappa score above or equal to 0.6 (which signifies a very large degree of agreement
between predictions and true labels) and ranked in terms of how accurate they are. Lastly,
the 10 best models are shown, with their hyperparameters and performance statistics.

Implementation of voting classifier through fusing the predictions of machine learning
models: random forest. The voting classifier operates based on aggregating predictions
made by several models to make a final prediction, and in this instance, it is based on
soft voting, which averages the predicted probability of each model as opposed to simply
taking the majority class prediction. Voting classifier in the program is initi_rf. Each of the
model weights is allocated the corresponding cross-validation accuracy that was previously
computed. Such weights indicate the relative weight of each model depending on its
performance, where more accurate models are used in the final prediction.

The voting classifier is then trained over the individual models, after training the
individual models on the scaled training data (X train scaled). After training, the classifier
then issues predictions on the test data (X test scaled), and the accuracy of the predictions
is measured by comparing them with the true labels (y test). Lastly, the accuracy of voting
classifier validation is printed out, which gives an indication of the overall performance
of the integrated model on the unknown test data. The voting classifier will have greater
accuracy and greater generalization on the test set by integrating the merits of both models,
and thus, it is a potent strategy in machine learning tasks like classification.

The voting classifier is to be used in case of the best validation accuracy finding.
Through soft voting, the ultimate prediction is a mean of the forecasted likelihoods, which
in many cases perform better than hard voting (majority class). The model weights are also
decided by the cross-validation accuracy of each model, whereby the model that does a
better job is given a larger load. Lastly, the results of the combined model are tested using
the validation (test) set, and the accuracy is printed. This method has the advantages of
both models and may increase the character of classification accuracy and reliability.

4.6. Global Model Development

Before detailing each aggregation algorithm, it is important to clarify precisely what
is exchanged between clients and the central server in each case. For FedAvg, FedOPT,
and FedProx applied to random forest: since RF has no gradient-based parameters, what is
transmitted are the serialized decision tree structures—specifically, the split feature indices,
split thresholds, and leaf class probability distributions for all trees in each local forest.
The server aggregates these by pooling all client trees into a single global ensemble, re-
weighting each tree’s leaf votes by the client’s sample count (nk/N). No raw data, raw feature
values, or training labels are transmitted. For FedXGBoost, each client transmits leaf-level
gradient statistics—specifically the first-order (JL/99) and second-order (9°L/9y?) residuals
aggregated per leaf, not the full tree structure. The server computes a weighted average
of these gradient statistics to update the global XGBoost model. FedXGBoost outperforms
RF-averaging methods because gradient boosting iteratively minimizes a differentiable
loss function, providing stronger convergence on non-IID client distributions than simple
tree pooling. Output perturbation (Laplace noise, ¢ = 1.0) is applied to all transmitted leaf
statistics before transmission to provide differential privacy protection.
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4.6.1. Federated Averaging (Fed Avg)

FedAvg for random forest is implemented via weighted tree pooling. Each participat-
ing client k serializes its complete local random forest (all n_estimators=100 decision trees,
including split feature indices, split thresholds, and leaf class probability distributions)
and transmits the serialized tree structures to the central aggregation server. The server
constructs the global RF model by concatenating all received trees from all clients into a
single ensemble, assigning each tree a vote weight of ny /N, where ny is client ks training
sample count and N = ) ny is the total samples across all clients. This sample-weighted
tree pooling ensures that clients with more representative data contribute proportionally
more to the global ensemble. No raw data, feature values, or training labels are transmitted.
Note: feature_importances_ scores are computed post-aggregation on the global ensemble
for interpretability analysis only; they are not used in the aggregation process itself.

The Fed Avg algorithm consists of the following key steps:

1.  Initialization: A global model w' is initialized at the central server.
Client selection: A subset of clients K from the total N clients are randomly selected in
each communication round t.

3. Local model training: Each selected client k trains a local model w} using its private
dataset for multiple local epochs.

4. Model upload: Clients send their updated local model weights to the central server.

5. Global model aggregation: The server averages the received model updates using a
weighted sum based on each client’s dataset size.

6.  Repeat steps 2-5: This process continues iteratively until convergence.

For local model update, each client k trains its local model using Stochastic Gradient
Descent (SGD) to minimize its local loss function:

wp! = wj — 1 AR(w})

e w} is the model parameters of client k at round t;
e 1 is the learning rate;

o AF(w ,t() is the gradient of the loss function computed from the client’s local dataset.

Each client performs multiple local updates before sending the model back to the
server. For global model aggregation, once the selected clients complete local training, the
server aggregates the model updates using a weighted average, where the weights are
determined by the number of local data samples n_k of each client:

N 1y
B |
N k
i=1

w'*1 is the updated global model at round t + 1;

K is the number of selected clients in the current round;

1y is the number of data samples at client k;

N is the total number of data samples across all selected clients (Zfil ng).

4.6.2. Weighted Federated Averaging (Weighted FedAVG)

Weighted federated averaging (weighted FedAVG) is an extension of the traditional
FedAvg method used in federated learning (FL). In Fed Avg, the global model is updated by
averaging the weights of local models. However, weighted Fed AVG improves this process
by considering the weight of each local model update, typically based on the size of the
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client’s dataset or the performance of the local model. This ensures that clients with larger
datasets or higher performance contribute more to the global model update.

In the case of local model update, each client trains a local model and computes an
update based on the local dataset. The model update Aw; for client 7 is computed by
minimizing the loss function on the local data. The objective for each client is:

e Z(wj) is the local loss function of client I;
e 1, is the size of the data for client I;

—

o /Ay ]-yj(wl-)) is the loss between true labels y; and predicted labels 7;(w;);
o  O(w;) is a regularization term.

In the case of global model update, the global model update in weighted FedAVG
is calculated by weighting the local model updates Aw; based on the size of the client’s
dataset or their validation accuracy. If we use the dataset size as the weight, the global
model update is:

1 N
Wt =wt 44 ——— ) nidw;
i=1Mii=1

w' is the global model at iteration t.
N is the total number of clients.
n; is the size of the dataset for client i.

Aw; is the update from client i.

4.6.3. Federated Optimization (FedOPT)

FedOPT is an optimization technique used in federated learning to improve the
training process of the global model by focusing on optimization strategies. It is designed
to address some of the challenges posed by non-IID (non-Independent and Identically
Distributed) data and the inefficiencies in standard federated averaging (FedAvg). FedOPT
leverages advanced optimization methods that help improve the convergence of the model,
especially in the presence of heterogeneous data across clients. The general idea behind
FedOPT is to improve upon the traditional Fed Avg by adding more sophisticated updates,
such as adaptive learning rates and better handling of client data diversity.

In FedAvg, the model update is simply an average of the local models” weights,
weighted by the size of the dataset from each client. FedOPT, on the other hand, improves
the averaging process by introducing an optimization term that takes into account the
client-specific data and gradients.

Here is a generalized form of the update rule in FedOPT.

For each client 7, the local model update is computed based on its own data and the
global model:

i = w! — pAF(w))

e (w!)is the model at iteration t for client i.

e  1;is the learning rate for client i.

o AF(w Zt ) is the gradient of the loss function F; at the local model w! (computed using
the client’s data).

Once local updates are computed, the global model is updated by aggregating these
local models in a way that optimizes performance across all clients. In FedOPT, the update
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rule is adjusted to account for adaptive learning rates and more precise aggregation based
on client-specific performance:

t+1 £ N nj t
wi =w —’72 NAFi(wi)
i=1

. wf“ is the updated global model at iteration t + 1;

e ' is the global model at iteration t;

e 7 isthe global learning rate;

e N is the total number of clients;

e 1, is the size of the data for client iii;

e AFuw!is the gradient of the local loss function for client I;

e AF(w lt ) is the gradient of the loss function F; at the local model w! (computed using
the client’s data).

4.6.4. Federated Proximal (FedProx)

FedProx is an extension of FedAvg that aims to address challenges caused by the
heterogeneity (non-IID data) across clients in federated learning. Unlike Fed Avg, which
simply averages the local models” parameters, FedProx introduces a proximal term in
the objective function to encourage each client’s model update to stay close to the global
model. This helps prevent drastic updates in scenarios where clients have very different
data distributions (non-IID data), making the learning process more stable and robust. In
federated learning, clients may have different data distributions. Standard FedAvg can
struggle to converge in such situations because it simply averages model updates, without
accounting for the fact that different clients” data might lead to divergent model updates.
FedProx mitigates this by introducing a regularization term that reduces the impact of large
local updates when client data is highly dissimilar to the global model:

Zi(w) = Ziw;, w')+ 5w, - wf|f

o  Zi(w);) is the local loss function for client iii, typically the cross-entropy or mean
squared error, depending on the task.

e  w; is the model parameters for client iii at iteration t.

e  w'is the global model parameters at iteration t.

e pis the proximal regularization parameter, which controls the strength of the regular-
ization term.

o J|w;,—w |2 is the squared Euclidean distance between the local model’s parameters
and the global model’s parameters.

After the local models are updated on each client, the global model is updated by
averaging the local model updates, as in Fed Avg, but now with the proximal regularization
applied:

N
Wt = wf = ) o — Vi (w])
i=1 =1 M
w'T! is the updated global model at iteration t + 1;
w' is the current global model at iteration t;
n is the global learning rate;
N is the number of clients;
n; is the size of the dataset for client I;

VZ;(w') is the gradient of the loss function computed by client iii based on the local

t

model parameters wj.

https://doi.org/10.3390/£i18030173


https://doi.org/10.3390/fi18030173

Future Internet 2026, 18,173

24 of 37

4.6.5. FedXGBoost

FedXGBoost is a federated learning algorithm that uses XGBoost (Extreme Gradient
Boosting) as the model for federated learning tasks. XGBoost is a powerful gradient
boosting framework used for both regression and classification tasks. FedXGBoost applies
the principles of federated learning to XGBoost, enabling the aggregation of models trained
locally on different clients without needing to share raw data. In FedXGBoost, instead
of training a model on all the data, each client trains its own XGBoost model locally and
then sends model updates (such as gradients or model weights) to a central server, which
aggregates the local updates to update the global model.

FedXGBoost Algorithm:

In FedXGBoost, the general approach follows these steps:

1. Client-side local training: Each client i trains a local XGBoost model on its own dataset.
The objective function for XGBoost is optimized using gradient boosting.

2. Local model updates: After training the local model, each client computes updates to
the model based on gradients or leaf values. These updates are sent to the central server.

3. Server-side aggregation: The server aggregates the model updates (such as gradients
or leaf values) from each client and then updates the global model. This update can be
performed using a weighted average (similar to Fed Avg) or other aggregation methods.

4. Global model update: After receiving all the updates, the global model is updated
by averaging the client updates, ensuring that the model is improved based on the
collective knowledge of all clients.

For precision and reproducibility, the formal FedXGBoost server-side aggregation
procedure is detailed as follows: (1) Each client k trains a local XGBoost model on its
local dataset Dy and computes leaf weight updates AWy; (2) client k transmits AWy to
the cen-tral aggregation server (no raw data is transmitted); (3) the server computes the
weighted global update: AW_global =)y (nyx/N)-AWy, where ny is the sample count for
client k and N =) ny is the total samples across all clients; (4) the global model weights are
updated: W_global <— W_global + 1-:AW_global, where 1 is the global learning rate (set
to 0.1 in our experiments); and (5) the updated W_global is broadcast to all clients for the
next federated round. This sample-weighted aggregation ensures that clients with more
data contribute proportionally more to the global model, mitigating the effect of highly
imbalanced local dataset sizes.

Local update (Client i): Each client i trains a local XGBoost model. The objective
function for training the model can be written as:

i

Zi(w;) = X;f(yj?j (w;)) + O (wi)
j=

o Z;(wj) is the loss function for client iii with model parameters w;;
e  1n;is the number of data points at client I;
o Z}il ¢ (y;y;(w;)) is the loss between the true labels y; and the predicted labels §;(w;);

o  O(w;) is the regularization term, typically L2 regularization applied to the model
weights to prevent overfitting.

Local gradient calculation: for each tree in the local model, XGBoost calculates the
gradient and Hessian for the split points, which are used to update the model’s parameters:

_ 9Zi(w;i)

g 30 (gradient)

]

https://doi.org/10.3390/£i18030173


https://doi.org/10.3390/fi18030173

Future Internet 2026, 18,173

25 of 37

_ PZi(w;)

2
aw].

h:

’ (hessian)

These gradients and Hessians represent the local updates and are shared with the
server to improve the global model.

For global aggregation, the server collects all the local updates from each client. The
model update for the global model is computed by averaging the gradients (or leaf values)
received from each client. If client iii provides gradient g; and hessian /;, the global update
is computed as:

Sglobal = Zf‘io % g; (weighted sum of gradients)

hglopal = Zil\i(] %hi (weighted sum of hessians)

e N is the total number of clients;
e 1, is the size of the data for client I;
e  g;and h; are the gradients and Hessians from client iii.

For global model update, after aggregating the gradients and Hessians from all clients,
the global model parameters are updated:

t+1

wtl = wh — g -8global (global model update) (1)

w! is the global model parameters at iteration t;

1 is the learning rate;

Selobal 18 the aggregated gradient at the global model.

5. Results
5.1. Experimental Setup

To evaluate the proposed solution in terms of privacy, performance, and efficacy, a
series of tests were conducted on a Windows 11 Professional PC with an Intel® Core™ i9
CPU manufactured from Santa Clara, CA, USA, with Motherboard (Asus ROG MAXIMUS
7690 HERO 12th Gen), Processor (Intel core i9-12900KS, 12th Gen, 16 cores, 24 threads),
128 GB RAM with Geforce RTX 3080 Ti OC 12 GB graphics configured high-performance
computer for training and testing using jupyter notebook platform. In addition, we used
the Keras (version 3.13.0) deep learning tool, which uses Tensorflow (version 2.20.0) as
a backend for the deep learning model implementation. The experiments compared the
DFedForest++ framework, including CTI-augmented and CTI-free ablation configurations.
The performance and scalability of the federated intrusion detection system were assessed
using the UNSW-NB15v2 dataset in a simulated environment. Multiple experiments were
run on the same PC, and the results were averaged to reduce variability.

The complete software environment is as follows: Python 3.10.12, scikit-learn 1.3.0
(random forest local models), XGBoost 1.7.6 (FedXGBoost aggregation), Flower (FLWR) 1.5.0
(federated client—server orchestration), TensorFlow 2.13.0 (deep learning backend), Pandas
2.0.3, NumPy 1.24.3, and Jupyter Notebook 6.5.4. The DFedForest++ federated co-ordination
layer was implemented in Python using Flower’s client-server API. The NF-UNSW-NB15-v2
dataset was partitioned into 10 clients using a stratified non-IID sampling strategy based
on the Dirichlet distribution (« = 0.5). Each client received a dis-joint subset with a skewed
attack-class distribution, simulating realistic heterogeneity across network nodes (e.g., some
clients are DoS-heavy, others reconnaissance-heavy). No single client holds the complete class
distribution, making the federated aggregation non-trivially necessary for robust global model
learning. A summary of per-client class distributions is provided in Table 5.
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Table 5. Federated learning experimental setup—reproducibility parameters.

Category Parameter Value/Setting Notes
Numl?er of FL 10 One client per simulated network node
clients
Federation Partition strategy (Dirii(fer}c_lgj— 0.5) Skewed attack-class distribution per client
Architecture - :
Total dataset flows ~2.39 M flows NF-UNSW-NB15-v2; ~239,000 flows per client
Comrrrll11c1)1(111§atlon Synchronous All clients participate in every round
FL communication 15 Accuracy plateaus after round 15 (see Section 5.4)
rounds
Training Local training
Schedule 5 Single-pass over local data for tree-based models
epochs/round
Stopping criterion Val. acc. plateau Stop if Aacc < 0.001 over 3 consecutive rounds
Train/test ratio 80:20 Stratified sampling; proportional class representation
Data Splits idati
P Vahdatpn set 20% of local train set  Used for DFedForest++ dual-criterion selection
(per client)
Random seed 42 Applied to all splits, model init., and sampling
FL framework Flower (FLWR) 1.5.0  Client-server orchestration; Python API
Reproducibility  python version 3.10.12 scikit-learn 1.3.0| XGBoost 1.7.6 | TF 2.13.0
Local model type Random Forest (RF) n_estimators=100, criterion=entropy,

max_features=sqrt

5.2. Outcome of the Local Model

Table 6 presents the performance of the ten best-performing random forest configurations
from 100 trained models, evaluated on accuracy and Cohen’s Kappa Score. Two split criteria
(entropy and Gini) and two max_features settings (sqrt and log2) were tested. Local model
accuracy ranges from 0.9914 to 0.9941 across all configurations. The best performing model
(Model 7: entropy criterion, max_features=sqrt, n_estimators=100) achieved accuracy = 0.9941
and Kappa = 0.8336. Models using the entropy criterion consistently outperform those using
Gini by a small margin (mean accuracy difference: 0.0003), which is statistically consistent
but practically minor. The max_features setting (sqrt vs. log2) has a negligible impact on
accuracy but a marginal effect on training time. Kappa scores range from 0.8088 to 0.8336,
confirming robust and consistent performance across configurations beyond what chance
agreement would predict.

Table 6. Best performance of the ten local random forests.

Model No. Criterion Max_Features Accuracy Kappa_Score
7 entropy sqrt 0.9941 0.8336
91 entropy log2 0.9917 0.8315
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Table 6. Cont.

Model No. Criterion Max_Features Accuracy Kappa_Score
28 entropy sqrt 0.9915 0.8281
87 gini sqrt 0.9915 0.8272
81 entropy sqrt 0.9915 0.8275
56 gini sqrt 0.9915 0.8255
79 gini sqrt 0.9915 0.8258
24 gini sqrt 0.9914 0.8256
44 gini sqrt 0.9914 0.8256
61 entropy sqrt 0.9914 0.8260

5.3. Outcome of the Global Model

Table 7 and Figure 3 are a performance comparison of various federated learning (FL)
models according to the validation and testing accuracy and Cohen’s Kappa score. The
models that have been compared are FedAVG, weighted FedAVG, FedOPT, FedProx, and
FedXGBoost. A validation performance of 99.40% and a testing performance of 98.99%
with a Kappa score of 0.7554 is obtained with FedAVG. This model is used as a benchmark
in comparison with other models. Weighted Fed AVG is slightly better than the FedAVG,
with a validation accuracy of 99.65% and a testing accuracy of 98.99%, and the Kappa score
is 0.7927. FedOPT demonstrates the validation accuracy of 99.46, testing accuracy of 99.12,
and a somewhat larger Kappa of 0.8207. This model is shown to be better in performance
than FedAVG, particularly when it comes to consistency between the validation and test
datasets. The FedProx accuracy is equal to the validation accuracy of 99.70 and the test
accuracy of 98.87. It has a lower Kappa score, however, at 0.7672, which means that there is
less consistency in the predicted and true labels’” agreement. The FedXGBoost is the most
successful model in this comparison, with the highest validation and testing accuracy of
99.76 and 99.22, respectively. It also has the largest Kappa of 0.8417, indicating that the
model is strongly correlated with the predicted labels and the real ones, as well as has a
strong ability to generalize.

Table 7. Performance comparison of different FL. models.

Validation = Testing

Sl Models Accuracy  Accuracy Kappa Score
1 FedAVG 0.9940 0.9899 0.7554
2 Weighted FedAVG 0.9965 0.9899 0.7927
3 DfedForest++ FedOPT 0.9946 0.9912 0.8207
4 FedProx 0.9970 0.9887 0.7672
5 FedXGBoost 0.9976 0.9922 0.8417

Regarding the classification report, the model results are for several classes. Under
Class 1, the model is incredibly accurate, recalls high, and there is high precision and
Fl-score. It, however, has difficulties with Class 2, which is very low in terms of precision
and recall. Other classes, such as Class 4 and Class 6, are also performing well with good
overall model accuracy. The model performance is high, with an accuracy of 0.99, whereas
the macro average measures are low because of the poor performance of some of the classes.
The weighted average gives a more holistic idea of the overall effectiveness of the model,
with most of the values near to 1, indicating that the model deals with most of the classes
well, although there are some issues in certain areas.
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Figure 3. Performance comparison of the global model using different federated aggregation methods
(FedAVG, Weighted FedAVG, FedOPT, FedProx, and FedXGBoost). The bars represent validation
accuracy, testing accuracy, and Cohen’s Kappa score. The colored numerical values above each
bar indicate the corresponding metric values: orange numbers denote validation accuracy, black
numbers denote testing accuracy, and blue numbers denote the Kappa score.

In order to overcome the issue of overall accuracy concealing an issue of poor attack-
class detection with the class imbalance (~96% benign traffic in NF-UNSW-NB15-v2),
Table 8 provides the per-class precision, recall, and F1-score of the model with the highest
performance (FedXGBoost) across the entire range of nine temperatures. Normal (benign)
class scores almost perfect (F1 = 0.999), and high-frequency types of attackers, including
Generic (F1 = 0.990), Exploits (F1 = 0.952), and Fuzzers (F1 = 0.950), are also very
reliably detected. There is a strong identification of DoS (F1 = 0.979) and Reconnaissance
(F1 =0.970) attacks. Nevertheless, the attack classes that are rarer are more challenging:
Analysis (F1 = 0.880), Backdoor (F1 = 0.771), and Shell-code/Worms (F1 = 0.741) recall
weaker, which is due to the fact that it is inherently more difficult to detect infrequent
attack patterns in skewed collections. The F1-score (macro-averaged) of 0.914 and the
weighted-averaged Fl-score of 0.992 are displayed together with the accuracy and the
Kappa to create a complete and honest evaluation image. These per-class performance
outcomes confirm that, on the typical traffic trends, the model performs well; however,
the detection of uncommon classes of attacks is still an unresolved challenge, which was
explicitly addressed in Section 7.

Table 8. Per-class classification performance of FedXGBoost global model.

Class Precision Recall F1-Score
Normal 0.998 0.999 0.999
Generic 0.991 0.988 0.990
Exploits 0.943 0.961 0.952
Fuzzers 0.957 0.943 0.950

DoS 0.981 0.976 0.979
Reconnaissance 0.972 0.967 0.970
Analysis 0.889 0.871 0.880
Backdoor 0.781 0.762 0.771
Shellcode/Worms 0.733 0.750 0.741
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Figure 4 demonstrates a confusion matrix of FedXGBoost, in which a confusion matrix
is a table that is employed to assess the performance of a classification model by contrasting
the observed labels with the actual ones, or the predicted labels with the actual ones. The
matrix will be filled with the instances of each combination of true and predicted label, with
the elements in the diagonal referring to correct predictions. Key values include 26,432 at
(0,0), 173 at (3,3), 263 at (4,4), 76 at (6,6), and 8 at (7,7), indicating high accuracy for classes
0, 3, 4, 6, and 7, respectively. Off-diagonal elements, such as 65 at (1,1) and 17 at (5,5),
show some misclassifications, with notable errors like 40 at (3,2) and 15 at (4,3), suggesting
confusion between certain classes.
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©
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Figure 4. Confusion matrix for FedXGBoost.

Figure 5 presents the ROC curve for a multi-class classification model, showing the
true-positive rate (TPR) versus the false-positive rate (FPR) for each class. Each class
is represented by a different color, and the AUC (Area Under the Curve) for each class
is displayed in the legend. Class 1, Class 4, Class 6, and Class 7 have an AUC of 1.00,
indicating perfect classification performance with no false positives or false negatives.

This means the model performs flawlessly in these classes, distinguishing the positive
class from the negative class without error. Class 0, Class 2, and Class 3 have an AUC of
0.99, which is very close to perfect performance but suggests there is still a small amount
of error in classifying some instances. These classes perform extremely well, but they are
slightly less accurate than the ones with a perfect AUC score. The dashed diagonal line
represents the random classifier (AUC = 0.5). The further the curve is from this diagonal
line, the better the model’s performance.
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Figure 5. ROC curve for FedXGBoost global model.

5.4. Impact of Key Parameters on Model Performance

To obtain even a better understanding of the framework behavior, we consider the impact
on the global model’s performance of some of the most significant parameters. To begin with,
federated communication rounds were varied between 5 and 50. In the results, there is a
rapid improvement of the model accuracy at the first 10 rounds and stabilizes at 99.22 percent
after round 15 in FedXGBoost, indicating that excess rounds have diminishing returns and
increase the overhead of communication. Second, the number of clients (k) was randomized
to the sets of 2, 5, and 10. The global Kappa score was also enhanced by the addition of
more clients (2 to 10), and this increases the score to a total of 0.8417, since the diversified
training distributions at the localized level enrich the aggregated model. Nonetheless, the
marginal gains begin to level off after 10 clients in this experimental design because there is
insulfficient data partitioning dispersion. Third, the hyperparameter n_estimators of random
forest was tested, i.e., 50, 100, 200. Models that had nestimators = 100 provided the best ratio of
accuracy (99.41) and training time, but nestimators = 200 provided little additional information
with significantly higher computational costs. Fourth, the split criterion (entropy vs. gini)
demonstrated that the entropy-based trees are always slightly better in terms of Kappa scores
(0.8336 vs. 0.8255 on average), but the difference is not very large. Last but not least, the
max features parameter (sqrt vs. log2) did not have a significant effect on the accuracy, but
log2 was a little bit faster. Such parameter sensitivity results validate the strength of the
proposed framework on a variety of settings and provide viable advice on implementation
into real-world settings of IDS.

5.5. Evaluating the CTI Contribution: Ablation Study

A key question motivating this work is whether the cyber threat intelligence (CTI)
augmentation makes a measurable contribution to model performance beyond what the
federated learning architecture alone achieves. To answer this empirically, an ablation
experiment was conducted comparing two configurations of the best-performing model
(FedXGBoost with DFedForest++ aggregation): (i) CTI-on—the full framework with CTI-
augmented features (is_known_malicious_ip, is_suspicious_port, and ttp_match_score
appended to each NetFlow record before local training); and (ii) CTI-off—the identical
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framework with CTI-derived features removed, trained solely on the original 28 selected
NetFlow features. All other experimental conditions were held constant: 10 clients,
15 federated rounds, Dirichlet non-IID partitioning (« = 0.5), and random seed = 42.

Table 9 presents the ablation results. The CTI-augmented model achieves a testing
accuracy of 99.22% and a Cohen’s Kappa score of 0.8417, compared to 99.08% accuracy and
Kappa = 0.8201 for the CTI-free baseline. The absolute Kappa improvement attributable to
CTI augmentation is +0.0216, representing a relative improvement of +2.63% in agreement
beyond chance. The improvement in macro-averaged F1-score is more pronounced: 0.914
(CTI-on) versus 0.891 (CTI-off), a difference of +0.023. This gap is particularly notable
for minority attack classes—Backdoor detection F1 improves from 0.741 (CTI-off) to 0.771
(CTI-on), and Reconnaissance improves from 0.954 to 0.970—demonstrating that CTI-
derived features provide contextually relevant signals that disproportionately benefit the
detection of rare and stealthy attack types that are otherwise difficult to distinguish from
benign traffic using NetFlow features alone.

Table 9. CTI Ablation Study—FedXGBoost (DFedForest++) performance with and without CTI
feature augmentation.

Configuration Accuracy (%) Kappa Score Macro F1 A Kappa A Macro F1
FedXGBoost + CTI-on v/ 99.22 0.8417 0.914 — —
FedXGBoost + CTI-off X 99.08 0.8201 0.891 — —

CTI Contribution (A) +0.14 pp +0.0216 +0.023 +2.63% +2.58%

In addition, Table 10 presents the per-class Fl-score comparison between the CTI-
augmented model (CTI-on) and the CTI-free baseline (CTI-off) for all eight attack classes
in the NF-UNSW-NB15-v2 test set. The CTI gain column (AF1) is used to measure
the marginal improvement that can only be attributed to the three added CTI features
(is_known_malicious_ip, is_suspicious_port, and ttp_match_score), with all other experimen-
tal parameters fixed. Results confirm that CTI augmentation provides the largest benefit for
rare and stealthy attack classes—Backdoor (+0.030) and Shellcode/Worms (+0.027)—where
IoC-based signals supply discriminative context unavailable in raw NetFlow statistics alone,
while well-represented classes such as Normal (+0.000) show negligible change.

Table 10. Per-class F1-score improvement attributable to CTI feature augmentation—Fed XGBoost
(DFedForest++).
Attack Class F1—CTI-On F1—CTI-Off AF1 (CTI Gain) Interpretation
Normal 0.999 0.999 +0.000 No change (well-represented class)
Generic 0.990 0.987 +0.003 Marginal improvement
Exploits 0.952 0.938 +0.014 Moderate gain from IoC matching
DoS 0.979 0.971 +0.008 Small improvement
Reconnaissance 0.970 0.954 +0.016 Notable gain from TTP matching
Analysis 0.880 0.861 +0.019 Clear benefit for stealthy class
Backdoor 0.771 0.741 +0.030 Largest gain—CTI IoC signals critical
Shellcode/Worms 0.741 0.714 +0.027 Significant gain for rarest class

6. Discussion

The empirical results in this paper highlight that the proposed DFedForest++ signifi-
cantly outperforms the original DFedForest [67]. From the compression analysis of Table 11,
we can see that the proposed enhancement methods in DFedForest++ lead to significant
performance improvement and make FIDS more robust and versatile for practical usage.
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Table 11. Feature and performance comparison: DFedForest vs. DfedForest++.

DFedForest [67] DfedForest++ (Proposed Model)
1.  Select Local model based on validation accuracy. Select LO.Cal “?Odel based on validation accuracy as
well as diversity.
’ The distributed environment was developed on an Personal setup and Google Colab pro with
" open-source platform Hyperledger Fabric 2.0 Tensorflow Federated
Achieved 71% accuracy in local model Achieved 99% accuracy in local model
4. Generated 150 random forests Generated 150 random forest

5. Claimed that DFedForest achieved accuracy of 97.5%

DfedForest++ achieved accuracy of 99.22% and
kappa of 0.8417

6.  Did not compare any other FL. model Compare several FL models

The most significant improvement is observed in local model accuracy, where DFed-
Forest++ reached 99% instead of 71% reached by DFedForest. This substantial improvement
is due to two main reasons: the tight data preprocessing and feature engineering pipeline
used in our approach, together with the use of the NF-UNSW-NB15-v2 dataset, which uses
a more recent and richer set of NetFlow-based features. This local excellence is the regional
aspect whose quality underlies an excellent global model.

The accumulation in DFedForest++ moves beyond the baseline, while with the Fed-DF,
there is a significant development. Although DFedForest used validation accuracy with
a local model for the selection of candidates, our method includes an extra criterion for
model diversity. In this way, we ensure that we do not average highly related, though
locally overfitted, models in the hope of arriving at a baseline model that is general and
robust. The effectiveness of this approach is supported by the global model simulations.
DFedForest++ obtained a final accuracy of 99.2% and a Kappa score of 0.8417, better than
the previously reported 97.5% by DFedForest. The relatively high Kappa score, in particular,
demonstrates a good agreement between the predicted and ground truth labels beyond
what could be achieved with random guessing [5], which indicates how the model can
effectively discriminate among the attack classes and benign data.

Moreover, this work offers a holistic benchmark with the analysis of several state-of-
the-art aggregation schemes such as FedAvg, FedProx, FedOPT, and FedXGBoost—analysis
not provided in the original DFedForest paper. As the aggregator, FedXGBoost (especially
multi-level) achieves the best testing accuracy and Kappa score due to its ability to aggregate
gradient-boosted tree updates effectively for a federated environment. FedOPT and FedProx
also perform well, for it seems that handling statistical heterogeneity is crucial when the
participant data distributions are inherently diverse, while this condition can be imposed by
allowing real-world deployments.

7. Limitations and Future Directions

This work is not without its limitations, but the encouraging results presented here lay
the groundwork for future investigations. One of the significant methodological limitations
was concentrating on model generation and consolidation without addressing the entire life
cycle, in particular, pushing back the global models to actors and putting in place a feedback
mechanism. This missing moment prevents the framework from learning incrementally
during system operation. Moreover, the use of a single dataset, NF-UNSW-NB15-v2, may
limit the scalability of the model to different network environments and unknown attack
types not present in the training data.
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Some specific limitations are as follows: (1) Communication overhead: With 15 rounds
of federation on our 10-client setup, 15 rounds with (100 decision trees), each communi-
cation round requires sending about 4.2 MB of model parameters per client (100 decision
trees x ~42 KB). The cost of total communication per experiment is about 630 MB, and
that is reasonable in LAN or cloud settings, but can be too high to afford in bandwidth-
limited IoT applications. Gradient compression and model pruning are identified as future
mitigation strategies. (2) Robustness against model poisoning: In the current framework,
no explicit Byzantine-robust aggregation is applied. Preliminary tests with one poisoned
client (randomly flipping 20% of local labels) showed a degradation of ~1.8% in global
accuracy, suggesting moderate vulnerability. Future work will integrate robust aggregation
strategies (e.g., Krum, Trimmed Mean) and differential privacy mechanisms. (3) Scalabil-
ity: Experiments were conducted with up to 10 clients. Theoretical analysis suggests the
framework scales sub-linearly with client count for tree-based models; however, empirical
validation with 50-100 clients is needed and is planned as future work.

To overcome these drawbacks and increase the applicability and efficiency of the
framework, several main directions of future work will be focused on. First of all, create
interfaces that are intuitive and establish a solid feedback mechanism so the FL. model is able
to communicate with IDS. Doing so enables global modeling to continuously integrate new
local discoveries and CTI insights, resulting in a dynamic, self-improving detection loop.
Second, for generalizability purposes, we intend to involve more diverse and up-to-date
datasets with various network structures. In later stages of the research, a detailed temporal
analysis will be undertaken for these datasets to identify essential features indicative of
changing threat trends. We will explain the detection logic to end-users using Explainable
Al (XAI) techniques for complex models, addressing “black box” syndrome at the analyst
level, and fostering mutual trust to take effective action. Lastly, an attempt to maximize the
efficiency of the system will be made by tuning the hyperparameters of both ML and FL
models and refining the CTI integration mechanism. This will be motivated to enhance
detection accuracy and facilitate the decrease in computational and communication costs,
contributing to a more acceptable IoT or edge deployment.

8. Conclusions

This research successfully introduced and verified a new privacy-enhanced architec-
ture by unifying CTI using FL to enhance either the performance or the privacy of IDSs.
Exploiting a decentralized learning paradigm, the architecture allows for a number of
clients that share only learned parameters instead of raw data to jointly build a global intru-
sion detection model, and thus resolves major issues concerning privacy and sovereignty
related to data.

The research proved that random forest is efficient as a local model in the federated
setup, resulting in high local accuracies (up to 99.41%) and resistant Kappa scores (up to
0.8336). In the joint training with the four eligible federated aggregation methods—namely,
FedAvg, FedOPT, FedProx, and FedXGBoost—the global model based on FedXGBoost
outperformed others with the highest testing accuracy (99.22%) and Kappa score (0.8417).
Also, the DFedForest++ model that considers both validation accuracy and model diversity
during client selection accomplished an impressive accuracy of 99.76%, which outper-
formed the baseline DFedForest counterpart. These results show that FL and CTI are a
strong, scalable (in terms of the number of clients and potential threats), and privacy-aware
paradigm for very modern threat detection.
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The following abbreviations are used in this manuscript:

CTI Cyber threat intelligence

FL Federated learning

IDS Intrusion detection system

ML Machine learning

CNN Convolutional neural network
Al Artificial intelligence

SMPC Secure multi-party computation
APTs Advanced persistent threats
RF Random forest

CL Collaborative learning

FF Federated forest

DoS Denial-of-service

DDoS Distributed denial-of-service
SVM Support vector machine

TRP True-positive rate

FPR False-positive rate

DA Detection accuracy

OA Overall accuracy

NLP Natural language processing
IoT Internet of Things

XAI Explainable artificial intelligence
DFF Decentralized Federated Forest

SAE-CEN  Shrink autoencoder and centroid one-class classifier
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