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ABSTRACT
Image encryption is a very common and attractive issue in digital image processing. Here, a combination
of genetic algorithm and particle swarm optimization with a chaotic function model is proposed for image
encryption. This paper uses the genetic algorithm for the enhanced encryption of pixel value and particle
swarm optimization for improving the optimization process. The proposed method is divided into two parts.
In the first stage, theplain RGB image is used for the initial population and then thegenetic algorithm is applied
to encrypt the image. In the next stage, the particle swarm optimization algorithm is applied for deciding the
best-encrypted image. Next, the best image is re-encrypted until the best value is found. The double-point
crossover is used for encryption. On the other hand, entropy is used as a fitness function for analyzing the fit-
ness value. The obtained average entropy of the image is approximately 7.999, which is very close to the ideal
value of entropy.
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1. Introduction

Nowadays, the Internet has become a very common tool to transfer
data. Transferring data through the internet is very easy while it is
risky also. This risk perhaps may worsen when there is no protec-
tion. In the case of protecting data, some encryption techniques are
applied. Sometimes, images are stored and transferred as a means of
data. In these cases, image processing techniques are used mostly to
reduce image sizes. The images are also encrypted in order to pro-
tect them fromunauthorized access and thereby store, communicate,
and transfer data confidentially. Image encryption is applied in com-
munication, multimedia systems, telemedicines, and so on [1]. The
application of image encryption process is very imperative for the
system of better security standards.

There can be symmetric or asymmetric techniques to encrypt
data. However, for image encryption, asymmetric encryption tech-
niques may become very complex due to public–private keys combi-
nation. Therefore, symmetric encryption techniques are more used
to encrypt images. Symmetric encryption methods require random
sequences of key and chaotic function is very popular to generate
random sequences as finding a pattern is very hard in sequences gen-
erated by it [2]. Thus, encrypting an image with a chaotic function
may result in a better-encrypted image. At 2017, chao-based image
encryption is proposed which combined the idea of logistic and kent
map [3]. At 2018, this image algorithm cryptanalysis is shown and
also an improved algorithm is proposed [4]. At 2019, another chaotic
map-based image encryption is proposed which is used in the idea
of the double spiral scan to increase the strength of encryption [5].

While talking about image encryption, optimization is a factor
as the encryption should be done in such a way that the entropy
becomes higher and the encryption can be done faster. Moreover,
there should be minimal correlation coefficient among adjacent
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pixels. Therefore, optimization techniques are being applied to net-
work security applications [6] as well as to image encryption. Evo-
lutionary algorithms (EAs) are also applied to image encryption
techniques [7–10] where genetic algorithm (GA) and particle swarm
optimization (PSO) algorithms are very popular. Abdullah et al. [11]
proposed a novel method to encrypt images using chaotic function
and to find out the best-encrypted image which had the highest
entropy and the lowest correlation coefficient among adjacent pixels
applying GA. Enayatifar et al. [10] proposed an improvement over
their previous work [11] which encrypts an image using DNAmask-
ing, GA, and logistic map. Another combined DNA and GA-based
algorithm is proposed by Saswat. This algorithm is simple, fast and
also maintains high security [12].

PSO is another popular optimization technique where a solution
is found through moving candidate solutions or particles around
the search space [13]. The main difference between PSO and GA is
that GA uses crossover and mutation to skip the local optima, while
PSO uses the personal best position and global best position in the
search space and uses the velocity to move towards the global best
[14]. Sabarinath et al. [15] proposed a modified PSO algorithm to
encrypt images. Ahmad et al. [16] also applied PSO in image encryp-
tion alongwith a chaoticmap to achieve the optimal encrypted image
with high de-correlation with adjacent pixels as well as good entropy
level.

However, PSO and GA have not been applied in a hybrid way to
solve the image encryption problem and therefore, we become inter-
ested to identify whether a hybrid approach can efficiently solve the
problem. Here in this article, we propose a novel hybrid approach to
encrypt an image using PSO and GA along with a chaotic map. An
image is initially encrypted using chaotic function and then PSO and
GA are applied to find the best-encrypted image. The best-encrypted
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image is the image which has the highest entropy and the lowest cor-
relation coefficient among adjacent pixels. Wemeasure the efficiency
of our proposed method by looking at the entropy level, correlation
coefficient among adjacent pixels and finally, the time to complete the
encryption process and compare the efficiency with other existing
methods of Abdullah et al. [11] and Ahmad et al. [16].

2. Chaotic function, genetic algorithm, particle swarm
optimization

Asmentioned in the previous section that our proposedmethod uses
the chaotic function to generate the initial encrypted images and then
GAandPSOare applied to find the best-encrypted image, here in this
section we briefly discuss the terminologies.

2.1. Chaotic function

Chaotic functions are like a noise signal that can reproduce the exact
signal if we have the primary key and the chaotic function. These sig-
nals have some advantages such as they are sensitive in the primary
condition. Thus, a minor change in the primary amount will make a
significant change in the subsequent measure. Chaotic processes or
functions are used to develop and study several secure image pro-
cessing techniques, e.g. image encryption, digital image and signal
processing, image compression, etc. Here, chaos-based algorithms
are used to encrypt important components. It produces a cipher of
the test image which has good properties such as confusion and dif-
fusion [17]. Another advantage is that it has random behavior and
hence, it is heavily explored in cryptography system [1].

Among all chaotic functions, logistic map is very popular and it
is defined as

Xn+1 = rXn(1− Xn) (1)

where r is a number between [0, 1]. There are three regions which are
based on the range of parameter r. The signal will be fully chaotic if
the value of r ranges between 3.57 and 4.

2.2. Genetic algorithm

Constrained and unconstrained optimization problems are solved
using GA which is based on natural selection. Natural selection
process is used to raise the effectiveness of group of possible solu-
tions to meet an environmental optimum [18]. The foundation of
this algorithm is laid on selection rules, crossover rules, and muta-
tion rules. GA generates a population of points at each iteration
by random number generators rather than generating single point
at each iteration using deterministic computation. The flowchart of
GA is shown in Figure 1(a). After crossover, mutation, only the
selected population with best-fitness value go on the next stage. It
can be applied to solve a variety of optimization problems includ-
ing discontinuous, non-differential, stochastic, or highly nonlinear
problems which are not well suited for standard optimization algo-
rithms. Recently, EAs have received a large amount of attention from
researchers and have been considered to be useful in many appli-
cations [10,11]. A wide application of GAs are robotics, automotive
design, optimized telecommunications routing, engineering design,
and computer-aided molecular design.

2.3. Particle swarm optimization

PSO is an example of the population-based optimization method. It
is invigorated by communal behavior like of bird flocking and fish
schooling. Implementation of PSO is easy and there are a few param-
eters to adjust. Initialization, velocity updating, position updating,
memory updating, and termination checking are required [19]. A
group of randomparticles is used for initialization and to update gen-
erations, the searches for optima are applied. Each fleck is updated by
two ‘best’ values in every iteration. The best solution is the first one
it has achieved so far and that is called the particle best value, PBest.
Other ‘best’ esteem that is calculated by particle swarm optimizer is
the best value and it is gained by any grit in the population. This
supreme value is called a global best, gBest. If a particle is engaged
as topological neighbors of the population, then the best value called
‘local best .’ The flowchart of PSO is shown in Figure 1(b). The PBest

Figure 1. (a) Genetic algorithm and (b) particle swarm optimization.
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and gBest are calculated depending on fitness value and here in this
research we use entropy of image as the fitness function [19]. To
determine the coefficient, the PSO method always reduces the time.
Also a subsequent statistical analysis is not mandatory here [20,21].
Algorithms require normalization of the input vectors, to reach faster
convergence. It has no genetic operators such as crossover andmuta-
tion, particle updates themselves using internal velocity and most
importantly, they have memory.

3. Proposedmethod

The proposedmethod can be defined as follows: it is divided into two
key parts, Part A and Part B. At the first part, total images are divided
into eight parts. For encrypting these eight parts separately, eight keys
are required. These keys are generated from the first five pixels from
these images with the corresponding generation. Then every pixel is
encrypted by the chaotic function. After finding two generations, it
needs to apply GA for crossover among these populations. Instead
of using a single crossover, here double crossover is applied because
of the increasing confusion. After the double crossover among gen-
erations, we find two encrypted images. At the second part, the PSO
algorithm is applied to find the best-encrypted images among these

Figure 2. Flow chart of the proposed method.

two images, which are selected by calculating the entropy (as fitness
function) value. This total process is continued until the best-fitness
result is achieved bymaximum iteration number. The total procedure
is shown pictorially in Figure 2.

3.1. Part A

In this part, we divide our work into part for better realization of the
whole process. Firstly, we describe how the initial population is cre-
ated using the chaotic function in the case of RGB image. Secondly,
we narrate about genetic optimization to enrich our encryption pro-
cess. The first part of the proposed method used the idea of [11].
They divided images into four equal parts, but we divide the image
into eight equal parts to create more confusion. Another difference is
that they apply their method for the gray image but we apply for the
RGB image. We mostly use on the RGB image; nowadays, we mostly
use the RGB image.

(1) Creation of the initial population: First the plain RGB image is
indicated at eight equal parts shown in Figure 3(a). Then the
chaotic function is applied to severally encrypt all of the pix-
els existing on these eight parts described below. To encrypt the
pixel value, a five-encryption key is selected from each part of
the image shown in Figure 3(b).Then using these encryption key
and the chaotic logistic map function, the initial population is
created. The offspring’s numbers directed that which pixels are
chosen as encryption keys. For example, the first five pixels from
the first row are selected if the offspring is the first generation,
for the second generation, the pixels are selected from the sec-
ond row and so on. Since we have an RGB image, we repeat our
same process for three times. One for red image and other two
for green and blue. We show a general method for one channel
like red image. For generating key, we use a chaotic logistic map.
At first, five pixels from red image are selected by the following
equation:

gr = [g1, g2, g3, g4, g5](Decimal) (2)

Here, gr is an eight-bit block for the red image of original RGB
image. So, for corresponding green and blue images, we find
gg and gb, respectively. These decimal values are converted into
ASCII value.

Ar = [g1,1, g1,2 . . . ..g2,1 . . . ..g5,7, g5,8](ASCII) (3)

Thus stringAr with length 40 bits is derived. Finally, the elemen-
tary value of the chaotic function, logistic map can be obtained
by using Equation (4):

R0m(r) = g1,1 ∗ 239 + g1,2 ∗ 238 + .g5,7 ∗ 22 + g5,8 ∗ 20
240

(4)

Figure 3. (a) Original image and (b) original image divided into eight equal parts.
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Figure 4. First five pixels of the first row of each selection.

Figure 5. (a) Original image and (b) image after double crossover.
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Figure 6. (a) Original image, (b) original image into eight equal parts, (c) first generation, (d) second generation, (e) third generation after double point crossover, (f ) forth
generation after double point crossover.

Here m = 1, 2, 3, . . . ., 8 where m implies the index number of
the part of the image. By Equation (4) the elementary value of
chaotic function logistic map is obtained, whose range is 0–1
that is further normalized. The above process is repeated for
every eight parts and eight different initial values are calculated.
To encrypt the remained pixel values, the initial values of each
individual part and Equation (5) are used.

NewValue = round(Rik ⊕ 255) ∗ OldValue (5)

Here OldValue represent the actual pixel value of the image,
symbol represents the operation and NewValue represents the
encrypted value of the pixel. From the above, four equations of
all of the pixel values of each part of the image will be encrypted
only the encryption key will be the same as the previous value.
The above five steps are repeated to fabricate the rest of the
population. These steps are shown in Figure 4.

But, in the case of second generation, the first five pixels are
taken from the second row and so forth and thus the initial value
was obtained. So, the above process is repeated for also green
and blue images.

(2) Genetic optimization To enrich the encryption process GA is
applied. In GA after initial population, a crossover method has
come. In previous paper [11] used single-point crossover but to
increase more confusion and randomize, we use the idea of the
double crossover. For fitness function, the value of entropy of the
image is used. But, in [11] used correlation coefficient as fitness
function. The new generation is produced every time depend-
ing on the value of the entropy and the previous populations
are evaluated using this entropy value. Themaximum value rep-
resents the best encryption and the minimum value represents
the low-level encryption. The double crossover-system is shown
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in Figure 5. To visualize this mechanism, the whole process is
shown for an image in Figure 6.

3.2. Part B

After the process of PART A, the PART B is applied. In this part,
we apply another optimization algorithm known as PSO. PSO iter-
atively updates its PBest and gBest value. After PART A, we get two
images for each channel: red, green and blue. Then, combining red,
green and blue, we get two images of two generations. Then it needs
to know which encrypted member is best. Entropy value is calcu-
lated for every generated image. Then PBest and gBest is calculated.
After at each iteration, these values are updated because in each sin-
gle stage (PART A), this algorithm is applied and the best-encrypted
one is selected which is used for re-encryption and this process is
continued until we get the best-entropy value. This PSO based idea
is taken from [16].

The whole algorithm of the proposed method is shown in
Algorithm 1.

4. Results and discussions

In this section, we analyze the experimental results based on some
factors. Then we have provided a general discussion on why the pro-
posed technique is best. The efficiency of the proposed method is
investigated by these points:

(1) Analysis of fitness function
(2) Histogram analysis
(3) Correlation analysis
(4) Analysis of run time

Table 1. Entropy values of various encrypted images.

Name of the image Ref. [11] Ref. [10] Ref. [16] Proposed

Lena 7.9978 7.9997 7.9720 7.9998
Pepper 7.9951 7.9995 7.9797 7.9999
Baboon 7.9952 7.9992 NA 7.9998

4.1. Analysis of fitness function

Fitness function is another most momentous and most command-
ing element for attaining the desired result. In our proposedmethod,
we use the entropy value as a fitness function and optimizing the
encrypted image based on it. Entropy is one of the significant proper-
ties in randomization. The ideal value of image entropy is 8. In image
processing, entropy might be employed to classify texture, a certain
texture might have a certain entropy as certain patterns repeat them-
selves in certain ways. Equation (6) is for calculating entropy. It is
called Shannon entropy [22]

A =
2N−1∑
n=0

P(Si) log
(

1
P(Si)

)
(6)

The value of entropy of our image is 7.9998, which is close to the ideal
value 8. Table 1 shows entropy of different images for our proposed
method with other methods also.

4.2. Histogram analysis

An image histogram is one kind of histogram that feints as a
graphical delegation of the color distribution in the case of a dig-
ital image. For each total value, the number of pixels is plot-
ted. The entire tonal distribution can be judged by glancing at

Algorithm 1 GA-PSO image encryption
Input : Original RGB Image, I
Output: Encrypted RGB Image, Ie

1 Divide I into eight equal parts for each channel namely [Ir(1), Ir(2), ....., Ir(8)], [Ig(1), Ig(2), ....., Ig(8)] and [Ib(1), Ib(2), ....., Ib(8)].
Initialize PBest and gBest.
for g ← 1 to max− generation do

2 for c← r to b do
3 for i← 1 to 8 do
4 Select first five pixel gic(1) = [g1, g2, g3, g4, g4] from 1st row gic(2) = [g1, g2, g3, g4, g4] from 2nd row

Convert gic1(b) = binary(ASCII(gic1))
Convert gic2(b) = binary(ASCII(gic2))
Calculate R1, R2 according to gic1(b),gic2(b) by equation(4)

5 for i← 1 to 8 do
6 for j← 1 to w do
7 for k← 1 to h do
8 Calculate I′c1i(j, k) = round(Ri1 ⊕ 255) ∗ Ic1i(j, k)

Calculate I′c2i(j, k) = round(R2i ⊕ 255) ∗ Ic2i(j, k)

9 for i← 1 to 8 do
10 Swap I′ic11 with I

′
ic21

Swap I′ic14 with I
′
ic24

Swap I′ic15 with I
′
ic25

Swap I′ic18 with I
′
ic28

11 for i← 1 to 8 do
12 f1 = fitness(Iic1)

f1 = fitness(Iic2)
Iic is image with gBest

13 Iie = [Iir; Iig; Iib]



INTERNATIONAL JOURNAL OF COMPUTERS AND APPLICATIONS 7

Figure 7. (a) Original image, (b) histogram of encrypted image, and (c) histogram of original image.

Figure 8. (a) Original image, (b) histogram of encrypted image, and (c) histogram of original image.

Figure 9. Correlation coefficient in horizontal direction: (a) original image and (b) encrypted image.

the histogram. This image histogram refers to the RGB-level fre-
quency. It is one of the most monumental statistical fervidly of an
image. The image histogram is shown above and after encryption,
the proposed method shows the efficient result. After encryption,
using the proposed method, the histogram is shown in Figures 7
and 8.

4.3. Correlation analysis

Correlation coefficients are used to calculate the relationship between
two things. In the image, a pixel has a relationship its adjoint pixel.
That means adjacent pixels values are close to each other for the
meaningful image. However, after encryption, a meaningful image
is turned into a meaningless image by decreasing relationship. So,
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by calculating one pixel, it is difficult to calculate its adjoining pixel.
Figure 9 shows the relation of correlation coefficient between orig-
inal and encrypted image with the horizontal direction. It is shown
that Figure 9(a) every pixel is close to one another but in Figure 9(b)
pixels are decentralized, randomly distributed. It proves a lower cor-
relation among encrypted image which is one of the goals for image
encrypting. This analysis can be also done on the vertical, diagonal
direction.

4.4. Analysis of run time

We use a double crossover instead of a single crossover. Double
crossover means more confusion. But it does not only increase con-
fusion but also reduces run time. It takes about 40.23 s to encrypt (5
times) when we take the Lena image with a single crossover. But it
takes about 39.14 s to encrypt (5 times) the same image with double
crossover and the reason for this is that the initializing number of an
element is much than single-point crossover. Thus, it is effective to
encrypt image by double-point crossover.

5. Conclusions

In this paper, we proposed a novel approach based on the combina-
tion of GA and PSO with the chaotic function. Here, we firstly use
the chaotic function for the initial population then implement the
GA for encrypting the image and finally applied the PSO to optimize
the best-encrypted image. In the case of entropy, ourmethod is better
than other methods. We hope that our proposed method will fulfill
most of the categories for online image security. In future, other opti-
mization technique such as Ant Colony Optimization, Bee Colony
Optimization, and so on can be applied on image encryption and
found which optimization technique is better on image encryption.
Also, an interesting task can be finding information from encrypted
images which turned on privacy preserving Image computation.
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